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Kernel Programming O] 2+?

B 72 HEOAM Aot Z2O7S R gots A

m A Z2I3Y R
= Linux kernel core 7| s =7}

Linux kernel &1 2|Z 7 M
Linux kernel 2 & T2 748 —HY Aot o ol



Kernel Program vs. Application Program (1)

A=
B 3l YE
|

Application Program: X &8EH &=XlHo =2 4+

» Kernel: S28=2180| =73t system callO|L} interrupt handler

= TS| ?lof HIS7|H2E &+

Application

System call

/1
<

Kernel

Interrupt

f



Kernel Program vs. Application Program (2)

B Library
= Application: 2= library= linkst 1 A2 4= QUL
= Kernel: kernelOf| A| export 5= A =2 AL &= QILC}.

EXPORT_SYMBOL(func_name)

B Kernel mode vs User mode

= Application: user modeOf|A] =l &[0 SIEL|O0f 21 HZo5t= ALt
O 22| 0f CHot 6PREI?(I 62 H20| MgHE C.

= Kernel: kernel modeOj|Al =d | 2= Z10| 5{E=IC}



Kernel Program vs. Application Program (3)

B Address Space

= Application Program1} Kernel Program2 A2 CtE memory address
spaceE 7tX|1 US

32-bit virtual address space0f| A{

p
Kernel address space } 1GB

B
4GB 4 User address space . 3GB




Kernel Program vs. Application Program(4)

B Namespace pollution 4|
= Application Program:
« OIXf /&St Z2OHO M 2 b2t Ha 0| 0| 5 712510
Z= gl

= Kernel Program:
« ElEAHE =FHE core + L0 7{E B E
- WX IS AHY B E 0t ot e HY MAoA
22 H=0| 0| 50| S=5HA| R == Sl OF oLt




Kernel programming 30| Algt

W Library
« stdio.hQ} ZH0| EE T2 12O M AFRSI= 3| H DY S included]] A

A (@)
Al-'g'cél- T (I:)I)-Iklzl

» O30 MeiE I Tt include ©f
= /usr/include/linux 2} /usr/include/asm
(04]) #include <linux/***.h >
#include <asm/***.h.>
B Namespace pollution
» QIE HmAUQLIINkSIA| S HE MES staticQ 2 Moigl.
= Static int name;
» QE I} linkE symbolS symbol table S &
= EXPORT_SYMBOL (name); A= nameS exportgt
« MO HE= & HO|E prefixE 20 &=L}

— 1 =T =

= (ex) sys_open()



Kernel programming 32| Algh(2)

B Fault handling
= Kernel 2 StE40] E20]| Chs oot Hiote §i7] M=o
AHE0 M2 O 2= A|LEI X|FHC ZatE ZHA[TIC
» A oFE SO HY A EE 02 2EF BASHLD K 2|5 0F SHC.

B Address space
s FHEO0| AtE5}= stack®| A7|= Aot 10, CIHEE =8 &
Ze AH2 A8 25 Qoo 2 HIES X|HHAR ALBSI ALY,
recursionO| Ef0| O|O1LH(| U= xgl Sl| OF St}
= Applicationd} dataS =10 Et7| Q|dl| EYot =5 AIES0{0f StLC}.
—> call by reference

» (AFZO0AM O] F ?let R 7HA| &5 27l TtCt)

= A ALO[LE MMX/SSE A 1H(x86)= ArEE o= BIL.



71'2 Data Type

B COjo Yzfo| XAtZH [ Al0] typedefO 2 HO|=l Xf2 0| 20|
Ar& =L

m 7{Q0)A 0i2| 29| 22 LIEFLIE o] int L long S CHAIO]
MO|AF _t2 BL= (2SS 20| A3

= pid_t, uid_t, gid_t, dev t, size t, ...
» <linux/types.h> 0] HO|Z|O| &

B [O|H2 AV[E BA|HCE HAHTHAIRY
= U8, ul6, u32,s8,sl16,s32 (HE T EOAC AR 7ts)
» ALEAFEZE=H0A = __u8, S8} 40| _F F 7l 20 AE
= <asmitypes.h>0f| M OIE|01 U=



Kernel Interface gk

PV

Kernel program2 2 HbA
kernel| A exportst ot~

B Kernel interface 2t 25

I/O port, I/O memory
Interrupt

Memory
Synchronization
Kernel message ==
Device Driver register

10



Kernel Interface &= — port 1/0

m /O] T3k FHALFA
= Vvoid *ioremap(unsigned long phys_addr, unsigned long size);
= Vvoid *ioremap_nocache(unsigned long phys_addr, unsigned long size);
= Vvoid iounmap(void * addr);

B /O memory &}7| old version
= unsigned int ioread8(void *addr); readb(addr)
= unsigned int ioread16(void *addr); readw(addr)
= unsigned int ioread32(void *addr); readl(addr)

B /O memory 7|
= Vvoid iowrite8(u8 value, void *addr); writeb(value, addr)
= Vvoid iowrite16(ul6 value, void *addr); writew(value, addr)
= Vvoid iowrite32(u32 value, void *addr); writel(value, addr)

H |/O port & == (x86)
= unsigned inb(unsigned port); / inw() / inl()
= Vvoid outb(unsigned char byte, unsigned port) / outw() / outl()

11



Kernel Interface €t - Interrupt

B CIHEE H|Zd2t/gdzt (macro)
= local_irg_disable()
= local_irg_enable()
B OlE&HE H|2 a2t A| status register X &H/2 & (macro)
unsigned long flags;
= local _irg_save(flags)
= local_irg_restore(flags)
B QIHYE s SE/A
= intrequest _irg(unsigned intirq,
irgreturn_t (*handler)(int, void *, struct pt_regs *),
unsigned long irqflags,
const char *devname,
void* device)
= Vvoid free_irq(unsigned int irg, void *devid)
= request_irq()0l| A =l St irgE ghget



Kernel Interface gt - Memory

m 7 2N 22 35 /A
= Vvoid *kmalloc(size _t size, int flags)
« AHE 022 2 A7) Mot AqAS(=7]128KB, AKX S7te)
«» S8 FA SO AEH O O 22| F L F o0
« flags: GFP_USER(AFEAIZZ2 =28 o2 2| &b,
GFP_KERNEL(AHEE 22| &, sleep?ts),
GFP_ATOMIC(CIHEE =2 S0|A AtE, sleepE71H)
= Vvoid kfree(void *obj)
B 7 I EE 8 L F/6HA
= Vvoid * vmalloc(unsigned int len)
« AE HEZ22 &, 27| Mot =
s b T SU0M ASHN H2e FYE EE
= Vvoid vmfree(void *addr)
« vmalloc()OM 222 7HE H 22| Bty

13



Kernel Interface €= — §|O|E{ S A}

B AR X} Z7HaF 7Y 27 AFO|Of TIO|Ef ZA}

unsigned long copy from_user(void *to, const void *from,
unsigned long n).

unsigned long copy to user(void *to, const void *from,
unsigned long n)

put_user(data, ptr) / get_user(ptr) (macro)
= ptrO| 7t2|7|= A8 AT 40| dataE ™ = (put)StALE 7+ =(get)
- ptro| typeOf| HatA EAFE GO|E 27|2 QIAIBH(1,2,4 byte)

72 SUOM AR S| HEE|E $H 2 A= 0 HIZE 5= Us X

=2 T ML
£ gAStE &2 £

B O=Z| 4 278
= Vvoid * memset(void *s, char c, size t count)

= M| 22[ sO| cZ countZtg = A}

14



Kernel Interface @ — Synchronization

B 37|

void sleep_on(struct wait_queue **q) // deprecate
void sleep_in_interruptible(struct wait_queue **q) // deprecate
= 92| HX|Z eventZ sleepStH, uninterruptible/interruptible

wait_event(queue, condition) (macro)
wait_event_interruptible(queue, condition)

= conditionO| 1 {77t X| wait, queueHX|Z event= S} sleepd}
H uninterruptible/interruptible

void wake up(struct wait_queue **q)
void wake up_interruptible(struct wait_queue **q)

= sleep_on ... (q) / wait_event ...(q, cond)0j| 2|5l sleep®t taskE
wakeup

15



Kernel Interface gt — H|A|X| &

m EE S
= printk(const char *fmt,... .)
« printfQ {4 HA
= printk(LOG_LEVEL message)

= LOG_LEVEL:KERN_EMERG, KERN_ALERT, KERN_ERR,
KERN_WARNING, KER_INFO, KERN_DEBUG
<linux/kernel.h>%Ex

= O
« printk(*<1>Hello, World”);
= printk(KERN_WARNING “warning... \n"); // <4>

16



Kernel Interface €4 — device driver 24

B Device Driver S /54|

= intregister xxxdev(unsigned int major, const char *name,
struct file_operations *fops)

= character/block driver& xxxdev[major]0| &=
= XxX: chr EE= blk

= int unregister_xxxdev(unsigned int major, const char *name)
= xxxdevs[major]0f| 5= & A= device driverE K| A

= int register _netdev(struct net_device *dev)
= int unregister_netdev(struct net_device *dev)

= MAJOR(kdev_t dev), MINOR(kdev t dev)
« A X|HSdevE L E major/minor H £ {1t

17



Kernel Interface gt — signal gt

B C[HtO|A EElO|H A AREA Z 2 EH0] signals 2=
= int Kkill_proc(pid_t pid, int signum, int priv)

H pid
» current : X = E M| A task structOf| CH St ptr (macro)
= current->pid : AAX| T2 M| A Q| pid
= current->ppid : x| TEM AL ER T ZE N A9 pid

B A2 X} T2 2H0f| A signal handler S
= Vvoid (*signal(int signum, void(*handler)(int)) (int);

St
- |

A
T

18



AIRX == 28 e
®)

AR o C
@K‘ 2to| 2242 .
AZEQ 0 AHBE
g oS
®
Nag =8 |--->
@
JIATRAIAE |------ >

T TR

Yerolge2i2)
maind) ﬁ ol | /\
fork(
{ 1>
// {
fork(; _
swi 900002:

-

-
~—— ——
T ——— ——— -

AL =8 =8 =80 LiSot=
ET-EEZET T UESE

HENA HE 2F MAEE 87HE

\fork( — sys_fork( y,

(’
ote, CI¥E2|, CjHo|s & ]

SEZEBLIZE F=
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NAH S50 18

B AAEl = B HO

= Sys_funcname L AFERXFZZ2 0| A = funchamez =
B AAH S He e

= include/asm-arm/unistd.h I} 2 0f| =7}
N AAH SE B 52

» arch/arm/kernel/call.S It Q| 5=
JESERVEZhTE

AR =F
B E=

NAG =F FHEMUETD . | 2s==—me=
o mo | = MAR 55 ANAZ SEQAE

ANAR =F
B+ S5




MAE 2E e 82

B kernel &2A9| kernel C|EH E 2|0
MAEl o= eteF Folot =3 M (hello.c) 47

#include <linux/kernel.h>

asmlinkage void sys_hello()

{

printk ("Hello, this is new system call'\n");

asmlinkage : stackS £} parameter HE
fastcall : 72| parameter= registerE £5t0 ME

21



Al

Al EHD

(=1 =
= O

F

B include/asm-arm/unistd.h Ij& & !

#include <linux/linkage.h>

#if defined(__thumb__) || defined(__ARM_EABI__) && 'defined(
LLS)
#define _ NR_SYSCALL_BASE 0]
#else
#define _ NR_SYSCALL_BASE Ox900000
#endif
/t
* This file contains the system call numbers.
"/
#define __NR_restart_syscall (__NR_SYSCALL_BASE+ 0)
#define __NR_exit (__NR_SYSCALL_BASE+ 1)
|#define __NR_fork (__NR_SYSCALL_BASE+ 2)
#define __NR_read (__NR_SYSCALL_BASE+ 3)
#define _ NR write (__NR_SYSCALL_BASE+ 4)
#define __NR_open (__NR_SYSCALL_BASE+ 5)
#define __ _NR_close (__NR_SYSCALL_BASE+ 6)
/* 7 was sys_waitpid */
#define _ NR_creat (__NR_SYSCALL_BASE+ 8)
#define __NR_1link (__NR_SYSCALL_BASE+ 9)

__USE_ARM_OABI_SYSCA

fork =

SWI 0x900002

22



B unistd.h o< A Ell
sys_hello()& ?[¢t H=

| OFX[E}0f

20
228 7l
#define _ NR_get_mempolicy (__NR_SYSCALL BASE+320)

#define _ NR_set_mempolicy (__NR_SYSCALL BASE+321)

#define _ NR_hello
(__NR_SYSCALL BASE+322)

= sys_hello &£ SWI0x900322 2 S EE|0f =2 =

23



NAH S5 34 52

B linux/arch/arm/kernel/calls.S It ™ &

#ifndef NR_syscalls
#define NR_syscalls 328

#else
100:
/0 %/ .long sys_restart_syscall
.long sys_exit
.long sys_fork_wrapper
.long sys_read
.long sys_write
f* 5 »f .long sys_open
.long sys_close
.long sys_ni_syscall /* was sys_waitpid */

.long sys_creat
.long sys_link
I* 18 2f .long sys_unlink
.long Sys_execve_wrapper
.long sys_chdir
.long sys_time /* used by libc4 */



B 0O(X|8+0f| sys hello &= AEE| =7}
[*320 */ .long sys_get mempolicy
Jdong sys set _mempolicy

[*322 */ .long sys_hello

.rept NR_syscalls — (. —100b) / 4
Jdong sys ni_syscall
.endr

25



Makefile 2% Gl 74 X ZIHYU/A K|

B =715 hello.c7t ¢ X2t C|=l E 2| (kernel) 2| Makefile =7
= 0bj-y0f hello.oS F71¢et

#

# Makefile for the linux kernel.

z

obj-y = sched.o fork.o exec_domain.o panic.o printk.o profile.o \

exit.o itimer.o time.o softirq.o resource.o \

sysctl.o capability.o ptrace.o timer.o user.o \

signal.o sys.o kmod.o workqueue.o pid.o \

rcupdate.o intermodule.o extable.o params.o posix-timers.o \
kthread.o wait.o kfifo.o sys_ni.o posix-cpu-timers.o \

hrtimer.o hello.o

ifeq (S(CONFIG_LTT),y)
obj-y += ltt-base.o
endif

obj-$(CONFIG_FUTEX) += futex.o
obj-$(CONFIG_GENERIC_ISA_DMA) += dma.o

O R AT Y U ERH AIAE X

26



NAY S 23t AF XL T2 17 ZHy
B AEX}F Z2 2 test-hello.c 2FHd
#include <linux/unistd.h>
#include <errno.h>
#define _ NR_hello (__ NR_SYSCALL_ BASE+322)
[* system call stub function */
_syscallO (void, hello); // hello &t A — Ol Q12
int main()
{
hello();
return O;

27



Al A

A 2E g dUE fict {32

B unistd.ho| Moo Y&
syscallx (type, name, typel, argl, type2, arg2, - - -

type: A|AH @ = Sh=0| return A2 H
name: Alﬁ%' 2= &0|& (sys_E A 2)
typel, argl : HEHW Cl=0| X2} Ql=0|E

typex, argx : xHAY Q10| Atz ¢14=0| 5

T

|.

S0 AlAE SES ke BOE BA %S

0

, typex, argx);

28



Handling Interrupts from Peripherals

B This requires a Linux device driver
A. Modify the Linux kernel
B. Write a kernel module

B Kernel modules can be loaded at run-time
= Easily register interrupt handler using library functions

29



Kernel Modules for handling interrupts

M Initialization
= Sets up the module upon loading
module_init(init_routine);

B Interrupt handling (optional)
= Register an interrupt handler
request_irq()
= Unregister an interrupt handler
free_irq()

B Exit routine
= Clears used resources upon unloading
module_exit(exit_routine);

30



Exercise: Creating a Linux Device Driver

B We will use the red LEDs and pushbuttons

B The program increments the value displayed on the LEDs
when a pushbutton is pressed

31



Kernel Module - Initialization

void *1lwbridgebase;

static int _ init intitialize_ pushbutton_handler(void)

{

// get the virtual addr that maps to Oxff200000
lwbridgebase = ioremap_nocache(Oxff200000, 0x200000) ;

// Set LEDs to 0x200 (the leftmost LED will turn on)
iowrite32(0x200, lwbridgebase); // the leftmost LED turn on

// Clear the PIO edgecapture register(clear any pending intr)
iowrite32(0xf, lwbridgebase+0x5c);

// Enable IRQ generation for the 4 buttons
iowrite32(0xf,lwbridgebase+0x58);

(continue)

32



// Register the interrupt handler.

return request_irq(73, (irqg_handler_t)irq_handler,
IRQF_SHARED, "pushbutton_irq_handler",
(void *)(irq_handler));

module_init(intitialize_ pushbutton_handler);

33



Kernel Module — Interrupt Handler

irg_handler_t irq_handler(int irq, void *dev_id,
struct pt_regs *regs)

{
// Increment the value on the LEDs
iowrite32(ioread32(lwbridgebase)+1,lwbridgebase);
// Clear the edgecapture register (clears current intr.)
iowrite32(0xf,lwbridgebase+0x5c);
return (irq_handler_t) IRQ_HANDLED;

}

« IRQ HANDLED — QIE{ 2| E 7} 0| C|HFO| A0 A L}2 [} returnZf

34



Kernel Module — Exit Routine

static void __ _exit cleanup pushbutton_handler(void)

{
// Turn off LEDs and de-register irq handler

iowrite32(0x0, lwbridgebase);
free_irq(73, (void*) irq_handler);

module_ exit(cleanup_pushbutton_handler);

35



Compile a kernel module

B Makefile - HY 2= Hutd = 2|5t Makefile

obj-m += pushbutton_irg_handler.o

all:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) modules
clean:

make -C /lib/modules/$(shell uname -r)/build M=$(PWD) clean

= uname HHOQ
# uname —r /Il print kernel release
3.13.0-00293-g1664d72

B compile
# make I/ 742 B = pushbutton_irq_handler.ko 4 A

36



Insert Newly Compiled Kernel Module into Linux
# insmod pushbutton_irq_handler.ko 1744 & AX| (Ttedo|5)

List All Loaded Kernel Modules

# Ismod 7149 B =

Try Toggling the Pushbuttons

A o~
=X =20l

= 29|9| pushbutton2 +Z O}C} red LED 30| 1M =7}t

Remove the Kernel Module
# rmmod pushbutton_irg_handler
# Ismod

1719 R NH (BE O|E ALR)

199 B HH &l
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