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B A 1A (Critical Region) =X| 27|
= O] ZH[0f Chet S22 =2 &7 H[0|E e &etd FX|0f| At&7ts
B AT X2 otEdo] 3 2ZES) 0] of ZX K| Al
B HEXNe Z2MA F712 2 200
B I NL S7\e 28 20 AHE = =+t A




6.1 H{ 4

o= I 2 M| A (Cooperating process)
» OHE Z2M20 2ds debs TAL Ee Z2M 2
» NEHSI|HCZ +HSIHM HO|HE S5 = US
- TR AW 3R - =2 F2 KM R2) B9
= 7
=

() 2T B - L EE HALX

o/ 0| EfOff TS 3/ E Hae Ho|E| AR S B EHA| 2

_g__IQI_ o= HL T
st &= Q! Z(data inconsistency)

=

/T A B

» CPUAHZE st TZMAZF QO Al
2 AAEE 4+ U8

» QIHEHE T =30 0ot X|HAME CIHHEEY} 7t

n HHE MBS o 7o ZE2MATF SA|O A=

4 O|Ef &2td FX|

n B ZZMAESO0| HIE =AM 2 Al (orderly execution)dt= A 2%
o= A L|S0| 2R

—r

0%t

oF SEfOINM CHE Z2 M A



MAEXE-AH|XF 23| - S ClO|E AR
B Q3 HIHE AR S MAX-AH| X} 25
Producer Consumer
while (TRUE) { while (TRUE) {
while (count == BUFFER_SIZE) while (count == 0)

count = count + 1;
buffer[in] =

; /I do nothing during full
/I add an item to the buffer

item;

; /I do nothing during empty
/l remove an item from the buffer
count =count —1;
item = buffer[out];

in = (in + 1) % BUFFER_SIZE; out = (out + 1) % BUFFER_SIZE;
} }
in : . 4 in
| shared variable : !
buffer 4 count buffer
) F—




ox
e
I

M X Z(race condition)
A x7
» O] 7jo| ZEMAVSF AIEE H2ot &S
- DAY AL AE HE M0 FES g A
- non-deterministic 41t
m 0
Process A Process B
count=count+ 1 count =count—-1
machine rl = count r2 = count machine
language r1=rl+1 r2=r2-1 language
guag count=rl count =r2 guag




A

zHo M 7t

B 37tX| 207t 7t

sequential order (count=5); interleaved order (count=4)

rl1 = count
ri1=rl+l
count=rl

> 2 = count
> r2=r2-1
> count =r2

(r1=5)
(r1=6)

(r2=6)
(r2=5)

l

correct

24}

(count=6):

rl = count
r1=rl+1

> 12 = count
> 12 =r2-1
count=rl

> count =r2

(r1=5)
(r1=6)
(r2=5)
(r2=4)

(count=5)

l

incorrect

(count=6)
(count=4) '

interleaved order (count=6)

rl = count
r1=rl+l

> 12 = count
> 12 =r2-1
> count=r2
count=rl

(r1=5)
(r1=6)
(r2=5)
(r2=4)
(count=4)
(count=6)

l

Incorrect



Time >

shared data |

M8 (preemptive) 2A ST S ALES W0, B =0| T = AS



HE (Parallel) M2

EMA A[AEOA

sz

Time

Process 1

Process 2

Process 3

shared data

Joll



6.2 LA ALA(Critical-Section) 4|
B 2 A 1Y (Critical section: CS)
. “EMI*(MEH':V} S e HEg = U= ZE R E

« S AR - S7 B OIS, OHE

P1 P2

critical
SeCtion Shared

resource

critical
section

B 2 79 =X
= ZENASO| YA FFOAM A HOHK| U E
Mz 57| Qo AHEY =+ & E 2R *Z-(EHEP )= 24ots A

> T2 M| S7|2}(synchronization) 2} Z=%d(coordination)

$0 >|
F>|
Y
9



A+ =He| o Z Y

B TZ)MA0 el [AX

while (true) { _ _
... remainder section

entry section
... Critical section
exit section

... remainder section

I3
B 37K 2 XA
1. Az HA|(Mutual Exclusion)
2. XISl (Progress)
3. ot Ll 7| (Bounded Waiting)

/Il request permission to enter CS

10



At HYA|(Mutual Exclusion)

B D= MATE RS CSOAM 2l S0[2tH
ChE ZEMASS A2 CSOM 2dE 4= Bl

enter | exit
P1 €S |
' wait cS
P2 o %

req enter exit

B SAOf &= 7h Olge| ZEMAZE YA FA(CS)fA 2A=

ot
I1liL

1
ilfo



LIl (Progress)

B CSOA AldlE| = Z2MA7FQ0, XFAMO| CSE RISt = 22
M A 71 QUCHH
« LIHX| £ Y9 (remainder section)0f| A ASHSIX| Y= T Z2 A S BHO|
CSOj| ZIYSt= =2 M A ZAHO| &Hojstn
» O| MEHO| 225t5|(indefinitely) X|H = 4= 12 = progress
seletf:tion
P1 LES
req?
| wait
P2 M —
req?t
| wait
P3 . CS
req’ .
B CSHIOA =HEQ ZEM A= CHE Z2MAE blockE = 9IS



ot’d L 7| (Bounded Waiting)

B ZZNATVECS TS 280 20| 2780 &2 WK
Ct= Z2M[A7FCS TR10[ HE &= S0 Heto] AO{OF gt

bounded wait

n req : 'i =
2 _[€S°

13 : CS

T4 €S

Tn s

B O Z=MAE CS s ERS| 7|C2| K| E5OrOF &

13



HLOI M| ZUI AT MM MH 7L

B AHE MO B =
. FEO|A O3 o HY BE =
HE A= RE %%%‘ = A=

> ZAMZEAA M 7t

4 - =2 o
P2 FYEUO| LASHR| B E 476 Of 3.
Q7 TS CHRT| QI3 SEHR H Lol F TER| WA
= MBI HZ -AHZREENM Z2MA0 U-E = AS 5E
« FAZAO0| TASHK| E== S ASHOF &

= SMP A|AEO M= 59| 02 &

EMA(FE)O] gdztE o+ USH

» HMEHAHE -AHIZCEHM Z2MATHM™EE DS 581X $S
« BEZTH0| HASHK| H== ChS SN Z2MAE AS 2

1) HERE == (2) 2l(block) (3) AFEEA QFH (yield)

14



6.3 Peterson®| off 29t

B Peterson &1 2|S
= A S ZX0f Chet DNl 2T ES0f 7|2 of 220t
» 5 ZEMZ20 Mt HE 715 (P, Py)
B 57|35 B
» IZMNAEO A= 57(|26tE O ArEote s/ B
B Peterson &1 2|Z0AMQ 7|2 HE
int turn; (initially turn=0)
boolean flag[2]; (initially, flag[O]=flag[1]=false)

|m

» if (turn==i) then P, can enter its critical section (Pi X}2{|)
« if (flag[i] == true) then P, ready to enter its critical section (Pi =H|)

if flag[O] is true and flag[1] is false > Py's turn (S}LEEECS T 2 H)
if both flag[0] and flag[1] are true - P,,,’'s turn (& C} CS T1¢] %)

15



Peterson €11 2|&

B Process P, 2| 71X (CFE ZEMA: Py, j=1-1)

entry CS

exit CS  — flag [i] = false;

do {

flag[i]:= true;
— turn = j;
while (flag[j] and turn ==j) |« if (flag[j]==false or turn==i)
then enter CS

.. critical section

... remainder section
} while (2);

" Baxdg 35

o2 HiA| =5 - = CF R =7F (turn0f| 2|5 A SHLEEF TR 7tHs)
el — JC\,FEHQQl flag”} falseO|™H HI2 CSEIY, &= flag 2 5 trueO| ™
turnO| 0 EE= 19| /= 7IX|E R = = SlL}= CS=E %l @l

SHELH7| — AL Ete| s=li0] ELIH flag”} falseZ| E|BE 2 CSTIY.
AFCHEF flagZt CHA| trueZt £ &, turns 97382 CS &I ¢

16



r|r
|I=I
|m
§
ue
ITJ

A A= 9l

B2 T2 )NALdD2|S
= Peterson & 12|
= Dekker &1 2|5 (Exercise 6.2)
B n-ZZ2NAE0EF > EN =E
= Eisenberg and McGuire & 11 2|5 (Exercise 6.3)
« Dekker &1 2|=0| =kt
= Bakery &112|Z& — Lamport

B 225 M2 2H=E 22 AR EEA] BHE
- e 2EE
- FEY(SHEA S e SYo| 2 HY

17



6.4 57|38} stESJ|0{(Synchronization Hardware)

B lockS AESH= YA TS 2H| o 2 &
while (true) {
acquire lock —— fa
... critical section
release lock —— g
... remainder section
}
» AAFGE lockR 2 510, Z™YEHE WX
B Locko| 1o
» AZEQO E12F - ST5tL HeEA
= SIESO X &
« ClEH EE ZX|(disable)
= Atomic & & 0f




CIE{™H E ZX]|(Interrupt Disable)

B O EHEE ZX|(disable)

. YT A SOt OIHBES wX|Sto NS S8 %S
- M $UFO AETF NYEX| YD AL S
B 0 T2 MM AAHENME ATS =4 o2 7ts
cli 3 . : interrupt disable (80x86)
... Critical section
sti ; interrupt enable
B HE| T2 MM AABME HE B

-

» St CPUQ| QIHHEZE ZX|A|AE, CHE CPUE O3 AT 2
g = AS.

BE CPUS| Y7 7S ZIQS WXIS7| sfAl, BE CPUQ| QIE{HE

o
S gXlA7|= A2 AI0] AR5 BEZ HasHy.
B ALE SSAA)O Cthet S
AMAE 50| AIHEEO SSiM daltf= A|IAE0A, QHEE X
|Ztof &

| &
A

OOI-

- o = A 0|0
= =2 = 4+ AU

19



2 X HEF 0{(Atomic Instruction)

B Atomic & &0 = Indivisible Instruction
ALE = 2] 7| S&H(read-modify-write 22 RAM O =
(QIHHE Z[X] G 0/H2|Z[X] G 0) =3WHSt= 7| A O HHO

B Atomic HZEH 09| O
= Test and Set (TAS) instruction:
e ARHO 2 43

« word Lf-8S AAl(test)St 1 HH(set)dt= 55

(ex) 80386: bit test and set test set
BTS [100], 2 , CF < M[100],, M[100], € 1
68000: test and set test set
TAS $5000 ; N € M[5000],, M[5000], € 1

= Swap instruction:
= = worde| LI 89| W2H(swap)s HAKOZ +=A

(ex) 80386: exchange
XCHG AX, [BX] ; AX <> M[BX]

20



Lock = AH83}7| — Atomic HHO| AL

B Lock HO| ALE
= 5 2FE{: O (unlock, open, AFE SO| Ot H),
» atomic O E ARSI lock HLEE T Atst

Test and Set (TAS) instruction SWAP instruction

TAS lock mov rl,1 //setgt 27
' swap rl, lock

CPU memory pL

Flag @

\V /

1> F
lock i N> F> 1| lock

P
17 @set

21



Test-and-Set= A&

10
B 5

e
ot

El=
» lock =0;

B Process P,

entry section

exit section

while ( TestAndSet(&lock) )

.. critical section

lock = O:

.. remainder section

= of 2
|52 d= HijN & Tl =
o7 =2 TEA7|X] Zet

o= HiH|

// global shared data — unlock

- busy waiting
wait loop

T
TestAndSet() AHA=
TAS EE = Swap 0 2
R 7|'o

o=

22



X

ol ©
(<)

[ N

E

| N

Test&SetS Al CH 27
S N e
boolean waiting[n];
boolean lock;

B Process Pi

/[ initialized to false(0)
/ initialized to false(0)

waiting[i] = TRUE; key = TRUE;
while (waiting[i] && key)
key = TestAndSet(&lock); —

entry section

> unlockEf O] H key=00| =

waiting[i] = FALSE;

.. critical section

exit section |j=(i+ 1) % n; cyclic ordering :
while ((j!= i) && ! waiting[]) —+= °* Pitls ZENAFE L7
i=(+1)%n: o £ A Af(waiting[j]=true)
e ’ « YATS 7&"&!2 7|EtEl=
if j ==1) lock = FALSE; o2 M AL X n-13] LYo
else waiting[j] = FALSE; Xl 7ts

. remainder section

23



6.5 S EIA 2h(Mutex Locks)

m 7 7o 2| 0f CHSH St 0] 7|8t s 2 oF
. S8 T2I0{0IAE SEH YKo K

» SHEYE - ZEMHON SEZ= 22O A I% %Ii A~ZE Q0]
EF3E §& 2> Mutex Lock o {
B Mutex Lock (&= H{A| 2 :
—~ . . acquire lock
= Mutual Exclusion®| &gt acquire(&lock)
. S EA R critical section
o acquire() — lock g!% reIease(&IOCk) «— release lock
« release() — lock gzt . .
IEIT[H]I‘LdE’I' secfion
m AT 2HSpinlock) : busy-waiting mutex lock 1 While (true);

« 2IE ghE ASSHA lock 252 7|CHE

=/ =

= CPU cycleO| HH| =l 5> CHQ T2 M A A|ABIQAM E3] 28 &

d

» HE|ZZMA A[AEIO|M B2 A[ZE LHO) lock 2| =0 Of &f & ™
spinlockO| 5838t - context switching0| Si=

24



Busy-waiting0| = Mutex Lock

B Busy-waitingO| gl = Test and Set= AtE9t &= HiA|
» locks 2 551X 251H T2 M|A = lock=2 7|Ct2| = CH7| &Ef =2 M=t
ol CPUE L =2
m 225
= lock =0;
= Process P,

entry section |while ( TestAndSet(&lock) ) > nobusy waiting
= acquire( ) block(); <.
: : ... Critical section
exit section N
= release( ) lock = 0; — _
... non-critical section C2 = 2 M| AT} release() 2 SE3510]
} unlockO| E! 0| wakeup()0| & &| O]

wait 2 Ef0|| = block=l T2 MA S
=

25



6.6 M|O}=(Semaphores)

B M| O (Semaphore)
= Mutex LockECt O Mustn ZEHst T2MA 7|3 24

O 1=
« M|OFE S
» SECHERE 7|3 dUS ST E2 L = e B e
« MOFE 252 CH7H AL ZtSot E- XHRI9| =5 LIEtHH
B Semaphore @At
n X7|2} AAF—semaphore S £f =7|3}
» 5 7)0| &KX (atomic) H4AE  (by Dijkstra) CHE H 7|
= P operation (Proberen = test) - wait(S), acquire(S)
= V operation (Verhogen = increment) - signal(S), release(S)
P(S) V(S)
while (S <£0) S=S+1;
; /Il busy-wait \
/[ now S >0
S=S-1, — M|OHE Sg} (HAF Q) AL
HXH o2 HAlE|O{0F &

26



Semaphore &

2
» A H{|A|(Mutual exclusion) = O| %l A|Of X (binary semaphore)
n 90t I =0 Xt& ™2, oHH &l concurrency = counting semaphore
 IZNA 7|3} S|gnaling
B Binary semaphore = AFSHiA| 3£3 (mutex lockat S AD
« semaphore g}:0or 1 (12 X7|3})
= AT H2 MO0 A

Semaphore S = 1; // initialize S=1: unlock
S=0: lock
Process 1 Process 2
wait(S) | P(S); P(S); acquire(S)
... critical section ... critical section
signal(S) | V(S); V(S); release(S)

27



7128 M|OF=(Counting Semaphore)

B Counting semaphore = ot =l concurrency, 9ot 7l X1& 82
= semaphore ¢f: 7t-& A& =5 2[0[(Z[Ch 7t& AH& =2 £7(|3))
» 700 KR HE MO0 ArE

. T EH3HS
Semaphore S = n; // initialize| —> 'f';lEH nl Igoﬂlfﬂ A5}
_I_OOHEE T AT
Process 1 Process 2 Process N
acquire(S) | P(S); P(S); P(S);
... critical section ... critical section | ---------- ... critical section
release(S) | V(S); V(S); V(S);

28



Yutsol 573}

L L

B = 7|32} (synchronization)
= (O)) Z2MAPLARE &8 20 Z2MA PO B REO HAE

O{OF &

= Code:

Semaphore&

Semaphore S = 0; // intialize 00 2 x7|=}

Process P, Process P,
~ wait(S)
A . P(S) ———— wait until P, executes V(S)
. S=0 _— S=0 '
signal(S) o | V(S) B

=1

29



Semaphore 4+¢d

B HiEE C{ 7| (Busy waiting) Semaphore
= spinlockX} S ASHA 9

B HEE CH 7| 2'=(No Busy waiting) Semaphore
n I 2N AQ| block-wakeup HHE 0| &

= semaphoreZE 2= 4= 9 S [ semaphore CH7| F0f| X}7| T2 M A
E 715t XA block Al

= semaphoreE A2 7t538HA | ™, semaphore CH7| FO|A SF T2 A
A S JHLHO] ready queue 2 O|=5}0], CH7| QI StLIO| T2 MAE
wakeupA|Z

» DL > L2 slide

30



No busy-waiting A|Of3= Lo

B Sempahore S-LC}& FitemeZ X2 X7t LM E

» value — M|OFE Zf

= list—O| MIOIZE Cf7|5te Z2MA 2|AE (MOHZ Cf7| 7)
B Semaphore A4

P(S) V(S)
{ {
S.value - -; S.value++;
if (S.value < 0) { if (S.value <= 0) {
add this process to S.list remove a process Q from S.list
block() wakeup(Q);
] }
] }
-MOHE 2fE BN 44 > 85 7ts
-2 A7|= MOrZEE 7[5t ZEMAS2] 7+

@)
(M OFZ ZALRQ} ZHA 9| 2= M 7} busy-waiting &= 11F HECH)
- F EZEMATFE2 MOF=Z0f| Chall P 2= S G4H0| SEE|O] A A L[]
%fE% 5l Of &t (atomlc Al H)
31



ul XFAFEH (Deadlock)@} 7| OF(Starvation)

B SemaphoreE AE%t ZE = WAMME[QL 7|07 gt = US
m 11 AHAME(Deadlock)

+ £ OINO ZRMAS0| IS B o TEML) oM BatE 5
%1': ArdE &b 7|EPE|I'_ UM, TAO| £[X| = &
(ex) & binary semaphore S, Q: S=1, Q=12 X7|3} =l
Py P,
P(S); P(Q);
ST P oSO | oo " get O
WAFAE 7t | | ~,
V(S) V(Q); Po Py
V@Q) V(S); A

B 7|Of(Starvation) — £t &= 2f(indefinite blocking)

Qe T2 AT} ESIH Cfj7|e 2~ Q= Azt

= (O) MOHE Ch7] B|AET}LIFO M2 £lof 910
= ZEM A HARX 22 5 UASMOFE7} &



-

(=,

=
L

|

B 5ot Hi 2X|(Bounded-Buffer Problem)
LLE)HI*7 ]
Producer bounded buffer lL}o| XtE 22
B Readers?| Writers &=X|
[Sad exclusive read/write o2 Z2AMATt
write '\ SHLEO| XtE 22
exclusive write shared S|multaneous - U&= 97 El,_f =
data read - YR dil

read /
write
o=

OOE® — RIRIE

several processes several shared resources

L MSER

— = 7

AlA

=

X} 2 X|(Dining-Philosophers Problem)

O] Z= M7t
o2 A2 S+

33



Bounded-Buffer Problem — M|O}3E Al

int n; /I n: buffer size
Semaphore full = 0; /[ empty, full: counting semaphore
Semaphore empty = n; for synchronization
Semaphore mutex = 1; /[ mutex: semaphore for buffer accesses
B Producer m Consumer
do {
.... produce an item do {
P(empty); - P(full);
P(mutex); P(mutex);
++count:; --count;
buffer[in]=item; item = buffer[out];
in=(in+1)%BUFSIZE; out=(out+1)%BUFSIZE;
V(mutex): V(mutex);
V(full); V(empty);
} ... consume the item
}

34



Readers-Writers Problem — A|O}X A2

Semaphore mutex =1 B Reader
Semaphore rw_mutex=1; P(mutex); acquireReadLock
int read_count=0 read_count++;
/I mutex: for updating read_count if (read_count==1) | //first reader
/I rw_mutex: for updating shared P(rw_mutex);
database (common to reader/writer) V(mutex);

B Writer reading is performed
P(rw_mutex); | acquireWriteLock

N P(m utex): releaseReadLock
writing is performed read_count --;
if (read_count==0) | // last reader
V(rw_mutex); | releaseWriteLock V(rw_mutex);
V(mutex);
AL A AEHIY A= read-writer lock(rwlock) 2} O| & &2t A4S K& SHL}.
rwlockS 2l &5} Btztat [ 0| 8 & (reader&, writer&)S X| &) OfF StCt



Dining-Philosophers Problem

philosopher
— chopsticks
5 o| AStX}7} thin klngJ_f eating=
Ht = ot AI&%lE l
UZ M7l Y A
2= =Lt He=C

O|-

B AARSHE HSHAE 25
» O TEMASHA 2] XIS SHS LRI U=
HSH K| O (concurrency control) =X| & ThaSA| LIEFLH Of &,
n AKX} > Z 2 M A (process), A 7tek > XFLl(resource)
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