il

H

B 2 AL (Critical Region) x| A7
» O ZH|0f Ciot i ZXM2 S5/ HO|H 2| 2atd /X0 AHE IS
B AATY ZX | StEHO U AZEL 0] SHZEM KAl

_ . m MEXOl ZEHA S5 27 A
6% T2 MA 7|8 B T2 A E7]8 2R S0 AFREE ET KA

= =10
6.1 B MAEKE-AH|XF 28| - 37 HI0[E| AFE
B 33 T 2 M| A (Cooperating process) B St HHE A2 MAXF-AH|XF 2K
=2 1o AO| AlSHE st = Hi- 1T A
" ijé Hii)jlx__l;l;ii:r;; ETOHI:LE I_o%-}ifl;o Producer Consumer
L J_o_l_—L— dord _-”_l_'LLQ_'EI'__ = = = . .
o o1y T B o ol A il while (TRUE) { while (TRUE) {
» SR EE: Q) MY IR -2l TA FMEL) SH . .
2) 7Vd 29 - I} F BAIX|E HO while (count == BUFFER_SIZE) while (count == 0)
o = Htﬁci;_rtﬁ o 7:-1__;; EOT:TM o Lxteltl @ : /I do nothing during full - I/ do nothing during empty
- ST Gl Ol Ef O EH?—F 0?3/0 = o2 HOlH afds B85 X / add an item to the buffer I/l remove an item from the buffer
gt 4= 9l 2 (data inconsistency)
B b/ 2 AlSH S count =count + 1; count =count - 1;
° OCPCL)JEA;:ET ‘i’} o AT QB A AEIO|N CHE T2 AA bufferfin] = item; item = buffer[out];
L] ZAlET e = =St = = = R . _ .
= A7=4 %90 2T ESY o in = (in + 1) % BUFFER_SIZE; out = (out + 1) % BUFFER_SIZE;
» QEEE . Z=120| ojiHot X|HOME QAHBETL 7t ! }
. T AW o3 Jjo] TRAATSA0] A | N/
B [Oo|H &M |X] n, shared variable : in
» HEH TZMAESO0| HE &=MZ M (orderly execution)st= AE HEF buffer count buffer
St= AL EO| B .
out

out




» O JHe ZEMAYL Z ] A2 E IS ZESte
14 AL RE HE M0 P WE A
- non-deterministic Z 0t

m 0
Process A Process B
count = count + 1 count = count— 1
machine rl = count r2 = count machine
language rm=rl+1 2=r2-1 language
9uage | count = r1 count = r2 guag

B =Aof|Aef 7+t At

L

B 37X 447t 7tsE

(==

sequential order (count=5); interleaved order (count=4) interleaved order (count=6)
rl = count (1=5) | |rl=count | (r1=5) | |rl=count | (r1=5)
rl =rl+1 (r1=6) § rl=rl+l (r1=6) Polrl=r1+1 (r1=6)
count =rl (count=6) |> r2 =count | (r2=5) i |> r2=count | (r2=5)
> 2 =count | (r2=6) > r2=r2-1 | (r2=4) P> r2=r2-1 | (r2=4)
> r2=r2-1 | (r2=5) | |count=rl (count=6) > count=r2 | (count=4)
> count=r2 | (count=5); | > count=r2 (Cornt=4) . | count=rl (count=6)

correct incorrect incorrect

6

&l F2(Concurrent Access)

B THY D2 M A A|AEOA

Time

v

Process 1

Process 2

Process 3

T T 4

<

shared data |

MH(preemptive) 2AHEY S AL Wfof, BY =0 ZY =

[e]]
A

gjo

HE (Parallel) M2

B CHES Z2AMAM A XE A

Time

¥

Process 1

Process 2

Process 3

shared data |

|>
=t
M
o
e
kl
u
ol
2
K
X
£Q
o
oX
oz
7gl
[
o

o
=
mot
>
o
mjo




6.2 YA S (Critical-Section) X

B 2| A 9 (Critical section: CS)
= IZMAMYE)TL SR ARE HEY
m el

- BRAEY-BF 4 HoE T

(]}

A C e
A= F
=
S

rr
A

P1 P2

critical
section shared
resource

critical
section

m Q7 2 2
ZEHAS0| Y2 THOIN AMEO| LMK Y=

ME gHst7| s A8 5= e
> T2 MA E7|3}(synchronization) 2t =7 (coordination)

8%+ 9t TR ER(Tet F2NE LAt A

QA 7 2H|2| 82

moZENAQ Yt 1x

while (true) { ) )
... remainder section

entry section
... critical section
exit section
... remainder section

h
B 3K XA
1. A S HiA|(Mutual Exclusion)
2. Xl (Progress)
3. 3t L} 7| (Bounded Waiting)

m Uty
» ZE2MAEO S KES 7P B
s TZNAE200| O &2 AlSHE

At HY&|(Mutual Exclusion)

B T2 M AT} XA CSO|AM AlSH =

2t
CHE Z2MAS2 A2 CSOM 2l E

| He
=]

Ol
Al A
= O = T HA

enter exit
P1 cs |
' wait
*

P2 ¥ t .
req enter exit

B SAOf =7 o]l Z2MATE YA FH(CS)0A 2

(o3
HA

mjo

11

XisH(Progress)

[ -

Al
A O]

B CSO|AM M3E|= T2 AT QIT, X}

M &2F UCHH
LtH X| S+ (remainder section) 0| Al A SHS}X|
Csof| Zlglste T2 A AF0| &ojstn
(e}

« 0| MEHO| 23}3|(indefinitely) X| 1E =

selection

/I request permission to enter CS

rir
[H

>
mn
rD

A= > progress

P1 -Lcs .
= s
; wait |
oy Mt e
reqt i
| | ﬁlcs—|
P3 reqt




ot L 7|(Bounded Waiting)

—

W ZZMATHCS TS Qe
S ¢

of 20| 3|2 WItx|
C}= T2 A7FCS FIQI0| 88 &=

o
Sl==0f ®|gto] U002

reqt
7o _lCS
13 _[os ]

Tn | ~[es

bounded wait 3
1 ‘ (02

m OjH ZEAAE CS AYS P J|Ct|X| ofof 3t

13

HEoMe| BE=Hat ME/M|HEE 72

m 2{olMo ZH =
- 7201 013} 0| 2
SEREEE T
> YR w7
] 9-||—‘|O 7:17(HI7-|0| l-o |. | EE A'|7:||OHO|: =18
QI Ol R | 9IS S YHIF ol E TR WA
- MEEHY -ALRcoN Z2AAT HEEE 2SS
- FYEAO| LYK Y= M0 B
- SMP AI~BO|AlE 53] of2i2
- HMYE AL - Aol TR AT HEEE HE SI25HK 2B
SH

» BYZUO| BYSIX| G LS SEMA Z2MAE AL 2

W AHEZE & (2) 34fi(block) (3) AHEH ZE (yield)

= 2 HA(RENO| BYE 4+ Yo
olo

=2
A
T X

o

—_

= o|r mot

14

6.3 Peterson®| sfj Z 2t

B Peterson €12
= YA 7 EXOf CHot DMl AZEQ0] 7| Hh 5 Aot
= FEEM 20 CHSM T HE Tts (Py, Py)
m 7|9 He
= ZRNASO SEHS S7I20tE O AFESte S/ B
B Peterson @ 2|SOA 2 7|3} B
int turn; (initially turn=0)
boolean flag[2]; (initially, flag[O]=flag[1]=false)

= if (turn==i) then P, can enter its critical section (Pi X}2{)
» if (flag[i] == true) then P, ready to enter its critical section (Pi Z=H|)

if flag[0] is true and flag[1] is false > Py's turn (StLI2E CS TRl @A)
if both flag[0] and flag[1] are true > Py, ’'s turn (& C} CS 71 2H)

15

Peterson 12|

B Process P; o] 71 & (CIE ZZ M| A: P, j=1-i)
do {
flag[i]:= true;

entry CS —turn =j;
while (flag[j] and turn == j) «» if (flag[j]==false or turn==i)
then enter CS

.. critical section
exitCS —! flag [i] = false; |
.. remainder section
}while (2);
R EEEE R
» AT HIE =4 - & CF XY 27} (turn0f Q|8 A] BFLIEE TIQ! 71S)
= Al — ch?gg flag7f falseO| ™ Ht =2 CSTIQ), & flag 2 & trueO|H
turnO| 0 EE= 19| 2 7IX|E2 & & StLt= CSE Tl ¢l
» SHEC| 7| — ACHErO| =340| BLIH flag7}f false7} £| 22 CSTIQ
AtC gk flagZt CEA| trueZt E|O{ &, turnS @HF2 2 CS T

16




AT EQ|0 &g

rir

A +H= ol

B 2T2MASNES
= Peterson &12|5
= Dekker & 112|Z& (Exercise 6.2)
m-ZRHALNEE > U 2
= Eisenberg and McGuire & 112|Z (Exercise 6.3)
= Dekker &1 2|E9| =%t
= Bakery 11 2|Z — Lamport

m LN2E YH2 2HEZ 22 MEEIX RF

i
1n

o
e
- FEp(SuheA ST i ST0| 2Ry

ik

6.4 7|3} 8}E0{(Synchronization Hardware)

m lockg AMBSHe A 7Y 22X siZ
while (true) {

acquire lock )

... critical section

release lock fal

... remainder section

}
- AATYZ locke 2 BE L0}, BHRAS WR|g
B Locke| ++3d
- ATEQO| YN2|F - BYBD BB ST
» SLEQO] XY
« OIE & E ZX|(disable)
=« Atomic HH 0|

18

OIE{®™ E FX|(Interrupt Disable)

disable)

—~
=

m OIHEHE =X
(o]
=

r

= O =B QN AL MFEX] 0 AL A E
m oy T2 MM AIABIOAM = |AFY =X 12 7ts

cli o . ; interrupt disable (80x86)
... critical section
sti ; interrupt enable

m HE| T MM ALAEOM= HE 2715

= ot CPU2| QIHYES SAIAFA L, CHE CPUE 05| YA+

U = AS.
BE CPUQ| YA7Y
E SXAZI= A2 A
B A|AE S F(AA)O
= AAHE S 20| QIEH
= AlZtof gEe & 4+

o
I2t0]

2t eEoz HEEYY.

!
E

[SHAl B El= A AEOIAM

ojo |0

O QIE{BE S WX|SHOl MHS 618 5HK|

r

XS] ISiM, 2= CPUL| RIHHE

SIX}™ HEH0{(Atomic Instruction)

B Atomic E2 O = Indivisible Instruction
o AEE|E o 7 2N (read-modify-write SZH S RIXIHO 2
(PIHHE g|X] /2 2|[X] o) +MSH= 7| A HHO

B Atomic HZH O Q| O
= Test and Set (TAS) instruction:
= word L& 2 ZHAHtest)st1 HA(set)ste &2 AXAOZE =W

o= O
(ex) 80386: bit test and set test set
BTS [100], 2 ; CF € M[100],, M[100], €< 1
68000: test and set test set
TAS $5000 ; N €< M[5000],, M[5000], < 1

= Swap instruction:
= 5 word?| L 29| wzt(swap)s HXXOZ W
(ex) 80386: exchange
XCHG AX, [BX] ; AX <> M[BX]

20




Lock BH== A2 6}7| — Atomic HEO Al

B Lock H==9| AIE
= 5= AMEH: O (unlock, open, AtE S 0|

OFHl), 1 (lock, close, AtE &)

« atomic HHO|E AL lock HAE X XS

B TAS It = SWAP HEHO E A3t
Test and Set (TAS) instruction

TAS lock

CPU memory

Flag [ Otest
/

17 @set

lock

7

ock Bi£=9| X%k
SWAP instruction

mov rl,1 //setgf dH™

swap rl, lock
CPU
ri|1>F
F-> 1| lock

21

Test-and-Set2 A2t At HYH|

m 23 Glo|E
= lock =0; /I global shared data — unlock

B Process P,
entry section |while ( TestAndSet(&lock) )

- busy waiting
wait loop

]

... critical section T
exit section |Iock =0

TestAndSet() A At
TAS = Swap HEHO =2
T+ 7tsd

... remainder section

22

o
o
—
d

Test&SetE Al&¢ct of

B 38 g3 X
= boolean waiting[n];
= boolean lock;

B Process Pi

// initialized to false(0)
/l initialized to false(0)

entry section |waiting[i] = TRUE; key = TRUE;
while (waiting[i] && key)

waiting[i] = FALSE;

key = TestAndSet(&lock); ——> unlock&}Ef{O| M key=00| &

... critical section

exitsection |j=(i+1)%n;

while ((j =) && ! waiting[j] )
j=(+1)%n;

if (j == 1) lock = FALSE;

cyclic ordering :

— ¢ PiLtE Z2NARE DY
O 2 A AH(waiting[j]=true)

« YATY TS 7ICkEl=
ZZM 2= 2|t n-12] L{of

else waiting[j] = FALSE;

—
Y 7ts

. remainder section

23

6.5 SEIA 2H(Mutex Locks)

B QA TS ZHof CHet StERO 7[2E s A et

» S ZEOHHOHE SETUSIH Moz XY AMEE = US
» ALY - 2NN M SEZE22HHHO|A O|E fITt AZEL0
7 E K& 2> Mutex Lock do |

B Mutex Lock (AHSHIA| 2
= Mutual Exclusion?| &¢/2t

.
acquire(&lock)

& critical section

» FEFHS

—_
= release(&lock)
3|

m A I 2kSpinlock) : busy-waiting mutex lock 1 while (true);
. 2EEuE USRI lock ASS 7|CHY

= CPUcycleO| HH|E > CHY T2 MM A|ARIQM ES| 24 Y
» HE[ZZMAM AABOAM E2 A7 LY lock 2 50| Of & &|H
spinlock0| §8%t - context switching0| gl S

remainder section

24




Busy-waiting0| €= Mutex Lock

B Busy-waiting0| gl Test and Set= A3t &t b |
« lockg 2551 R6}W TR A AL lockg 7|Ct2|e Cf7| MEf 2 B8
5t CPUE Ljof 58
REmEIES
= lock =0;
= Process P,
entry section |while ( TestAndSet(&lock)

- nobusy waiting

= acquire( ) block();
. . ... critical section
exit section | lock = 0- |
= release( ) ock =Y,
... non-critical section Ct2 T2 M A7} release()2 S=3810]
} unlockO| & [0 wakeup()0| == k|0
wait A Ef0| = blockEl TZMHAE
=
25

6.6 M|O}=E (Semaphores)

B M| Ok (Semaphore)
» Mutex Lock 2Lt O Hustd Z&EHst T2 MA 57|35t 24
« MOIZS
» EE EE SIS AMS SHMU T2 L = Ue B H
= MOpZ g2 £ 4
B Semaphore ¢ Al
= X7|3} HAH—semaphore S 4 £7|3}

-

» £ 7§0o| @IX}E (atomic) HAF (by Dijkstra) CHE ®7|
= P operation (Proberen = test) > wait(S), acquire(S)

= V operation (Verhogen = increment) - signal(S), release(S)

P(S) V(S)
while (S <0) S=S+1;
; /I busy-wait
/I'mow S>0
$=S-1; — MOHE St (ZAF ) B e

Aoz HelE|ofof 7
26

Semaphore ¢

[ =y
= A% HiA|(Mutual exclusion) > O| Xl A|Of X (binary semaphore)
» 83t 70| X H 2, 3HA =l concurrency = counting semaphore
= ITENMA S7|3}: signaling
B Binary semaphore = AtSH{A| 713 (mutex lockdl §A}
= semaphore Zf:0or 1 (12 x7|3})
o YA TS 2 Moo AHE

Semaphore S = 1; / initialize | S=1: unlock
S=0: lock
Process 1 Process 2
wait(S) | P(S); P(S); acquire(S)
... critical section ... critical section
signal(S) | V(S); V(S); release(S)

27

7t2 8 M|Op=(Counting Semaphore)

B Counting semaphore = St =l concurrency, 53t 7= A& 2
= semaphore gf: 7t& X2l Ji=E 2|0|(Z|Cf 7+& Xt JH¢=E XE7|=)
» OO RS HZ HOO ALE

o x o EH S |
Semaphore S = n; // initialize| —> 21t N =2 M 27 SEEH0]
o EEEY
Process 1 Process 2 Process N
acquire(S) | P(S); P(S); P(S);
... critical section ... critical section | ---------- ... critical section
release(S) | V(S); V(S); V(S);

28




QlutE Ol £ 7|5} Semaphore 1+¢

=2 - —
B S 7|3}(synchronization) B H2E [} 7|(Busy waiting) Semaphore
» (O)) ZEMAPOARE AW ZO| ZEMA P, B REO ML = spinlock} FASHA L3
ojof &
» Code: _ B H2E 7| g =(No Busy waiting) Semaphore
Semaphore& B Ol
Semaphore S = 0; // intialize 0oz =73t = Z2AM£9| block-wakeup 'E 0|8
Process P, Process P, = semaphoreE #1224 ¢S [ semaphore C7| F0| X}7| TZMA
o wait(s) 2 #7181 XHAI2 block A|Z
A o+ P(S) ———— wait until P, executes V(S) » semaphoreZE AL 7}531A| T/ ™, semaphore CH7| FO|A St T2 A
signal(s) >0 | V(S) — B S A2 L] ready queue 0| E5101, C7| Ol siLto| ZRAAS
S=1 ) . wakeupA|Zl
« IE > LIS slide
29 30
No busy-waiting M|O}= & ! XHAFEH (Deadlock)@F 7| Of(Starvation)
B Sempahore S-LCI2 S itemQE X2 X7} LA = B SemaphoreE At2%t T E = WAHME[QF 7|07t Hhalist &~ Q1S
« value — N|OI g} B 1 AHAFE(Deadlock)
= list—O| MOIZS Cf7|ot= Z2 M2 2|2 E (MOHE Of7| ) = FUHOMO ZR2MHASO| DS S Bt T2 M A0 QAT LAME 4~
B Semaphore At Ae AHHE 7o 7ICh2| 2 A0, THO| &|X| @i o=
= hi x |
P(S) V(S) (ex) & binary semaphore S, Q: S=1, Q=1% x7|3} &
{ { Py P,
S.value - - S.value++; P(S); PQ); @
! . = AALEO o rat
if (S.value < 0) { if (S.value <= 0) { f’ﬂ F;EF; = | P(Q); P(S): get wait
add this process to S.list remove a process Q from S.list 453 =
block() wakeup(Q); V(S); V(Q); E
} Vi V(S);
| } : Q () wait"‘~® Get

B 7|Of(Starvation) — 23t = 2f(indefinite blocking)

49| El7IE Mot=E EH | st m2 M AE0 4 . YE TN ATFEEE 7T 4 Qs Y
(HID_HE AALQE Z A9 %ﬁ t busy-waiting “*t”ﬂr )] N « (0O]) MIOFE CH7| B|AETLLIFO M2 £|0] oW 2| AE QYZ0f Q)
- “E*ﬂ“r g2 *lﬂf o thell P £ S AL0l S slo] dA=X] £ DEMAE HASK 2E 5 ASHOI=T} HIHS| AR ElE )
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6.7 11

ra

Mol 712t 2H|

o
=

%

H 1 ZX|(Bounded-Buffer Problem)

T ZM2ATt

|
-
(producer)—{_bounded buffer siLtol 12 B8

B Readers?} Writers 24|

exclusive read/ ojg) =2 MAIt
write SiLLO| At 38
\ oy OI7|OTI' %I

exclusive write shared simultaneous - &

T =
/ data read - %.‘f‘.% A
read
write

B AlALSHE HSHAF 2X|(Dining-Philosophers Problem)

®EE FEEE o

several processes several shared resources

B T2 A AT}
2 12 28

33

Bounded-Buffer Problem — M|O}Z Al

intn; Il n: buffer size
Semaphore full = 0; /I empty, full: counting semaphore

Semaphore empty = n; for synchronization
Semaphore mutex = 1; /l mutex: semaphore for buffer accesses

B Producer B Consumer
do {
... produce an item do{
P(empty); P(full);
P(mutex); P(mutex);
++count; --count;

item = buffer[out];
out=(out+1)%BUFSIZE;

buffer[in]=item;
in=(in+1)%BUFSIZE;
V(mutex); V(mutex);
V(full); V(empty);
} ... consume the item

34

Readers-Writers Problem — M|O}E AL

Semaphore mutex =1 B Reader
Semaphore rw_mutex=1; P(mutex);

int read_count=0 read_count++;

/I mutex: for updating read_count if (read_count==1)

/I rw_mutex: for updating shared P(rw_mutex);
database (common to reader/writer) V(mutex);

W Writer reading is performed

acquireWriteLock

writing is performed

V(rw_mutex); | releaseWriteLock

P(mutex);

read_count --;

if (read_count==0)
V(rw_mutex);

V(mutex);

A A|AHIO| M= read-writer lock(rwlock)dt O|& ¢|st HALS

acquireReadLock

/I first reader

releaseReadLock

/I last reader

2 .
rwlock& 2l £3d}10 Htztat [ o] 8 & (reader, writer&)& X| ™8| Of StC}.

Dining-Philosophers Problem

philosopher

chopsticks

53 o] M3atX7} thinkingdt eatingS

="
wEool Al g |
@ YT I YT RIS
eissr dett

B AARSHE HYA A
» O D2 MASOA o2 ARSI BRI A=
B3 X[ 0 (concurrency control) 2K & THedtA LIEFH 0f 2.
» HSIX} > T2 M| A(process), X7t > Xp2(resource)
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