Dining-Philosophers Problem — A|O}= A&
Semaphore chopStick[5] ={1,1,1,1,1} ;  //initially all values are 1

B Philosopher i
while (true) {

6.8 B L|E{(Monitors)

B Semaphore A2 22X

» D207} ER AFRSHH CIYSH QEo| Q& Wil 7}
B Z 2= Semaphore AR 0

» POV ALY =ME HITHE AL

or

P(chopsStick[i]); /I get left chopstick V(mutex)
P(chopStick[(i+1) % 5]); // get right chopstick critical section SHIA 9t
... eat P(mutex)
V(chopStick[i]); I/ return left chopstick » VOjAIO| PE ALE
V(chopStick[(i+1) % 5]); // return right chopstick P(mutex)
.. think critical section
L P(mutex) ——— deadlock
B O IC L WAME|Q| 7H5 A 0| 912 (not deadlock-free) » PEEVE £
» DE HSXIZ}QAZE KIS T oW 2 > QEX K JI2LS OBty [ 7| deadlock — P(mutex) critical section —— A HY|A| 9|t
. SEM: (D) MR ZHE RE RS 2 QS Mo BA T critical section V(mutex)
(2 EsEYA= A HA, B4 HAAs QEZ HY Y z =Lt = O|2{3t M7} OFL| O & S2F9 7‘2’8% Sgot7| ogn
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R L|E{(Monitor) Monitor t&
B Ha o 2 72 2 (Concurrent Programming)2 /¢t X| € ® Monitor L& entry queue
» ¥ T2 Ojalo] Xt T2 YECH TS monitor monitor_name Shared data -
- A Ti_‘igf ?E% 7ISE M ASotA| dal S D222 { /I shared variable declarations pl p2
-Tl—'l"n':gl Ao2 H ﬂ% I| I'I_ 7|°0| 7HHI'EI procedure p]_(){ |:| D |:|
» B MY HEE EY

B I L|E(Monitor)
= Z2NA SV|SHE 91T HElotd, 28 H0|1, oHHSH S Mot

L od=

= 14=59| =7|5} =45} 0| E| S(ADT) — data} procedureE Z &t
= monitorOf| A{ & 9| =l procedure2+0f| monitor L 9| local datagE &2 7ts

=H = o
= monitorQ| procedures2 ot HOf| SILIO| ZZ M| A D T QISH0] Aldliet

T US> S=HH B
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operations

code

}

procedure p2(...) {
.

initialization code (...) {

}
}

B monitorE X|Yot= T2 2 A0
= Concurrent Pascal, Ada, Mesa, Concurrent Euclid, Modula-3, D, C#
= Java, Python ...
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X7 ¥4 (Condition Variables)

m Condition: ZL{EO|M &7|2}0| A8 &= S8 A=Y
condition Xx,vy;
B Condition H-& AFESI= A - wait, signal
wait(), signal()
» wait(x) & 2ES AU ZEM 2=
CHE ZE M7 signal(x)2 2 &g W7HK| LA| SX|(suspend) &

= signal(x) HALS M3tS| SELEO| 2 A|ADH XY 7HA|Z.
YA SX|E Z2MATF O H, bR Heko| Qg
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Dining Philosophers &&| — monitor Al& Dining Philosophers &&| — monitor A} (A=)
mo.nlttotr (:|n|5n9Ph|Iosophers{ Z ﬁj;?(c:ﬁgdg HUNGRY(1). EATING(2 procedure pickUp(int i) { private test(int i) {
" sda.‘f[ L I(51: i conditi ( ?’bl @) @ state[i] = HUNGRY; if ( (state[(i+4) % 5] = EATING) &&
cdgn. |::hrTlse [h]. P t.con i cljon variables testli) (state[i] == HUNGRY) &&,
'n'n? ' Ots_o P oér's<{5- _+':" alization code if (state[i] = EATING) (state[(i+1) % 5] = EATING) ) {
or (inti =0; 1 < 5i ++) wait(self[i]); state[i] = EATING;
state[i] = THINKING; . .
} } signal(self[i]); . signal
d ickUn(int i) £ /* t slides */ procedure putDown(int i) { }
procedure plctD p(|n. |)t{ /s*ee nex Stl I(?(js i/ state[i] = THINKING: } test left/right
pr.oc? l:retp.ut .OW/T(m 01 tST.Z nef/ slides */} /I test left and right neighbors putDown
} private test(int i) { /* see next slides */ } test((i + 4) % 5): o o ot on
. o . pickUp
BT NI O AL Jbs MoIT UE RU2e FT, 12X Yo test((+1)% 5 @y
it AF | }
wait 2 Ef 7} &

B AtES L& S 1o Ho| Matxto| MEfE 2tolsto] Metxtt
HUNGRY & EHO]l 9131, &% X 7t2t AL8O| 7+5 51 signalg
wait A Ef £ si &gt
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test faiN

B O| s} Z9ot2 deadlock-freeO| X| Bt signal

starvation-free= O}
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Dining Philosophers &&| — monitor A2 (A=)

[l initially,
monitor dp = new diningPhilosophers();

B philosopher i

while (true) {
dp.pickUp(i);
eat();
dp.putDown(i);
think();
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Java Monitors - Java Synchronization

B Synchronized method
® wait(), notify() statements
B Multiple Notifications: notifyAll()

46

synchronized Statement

B Synchronized method
= Javal| I & objecte= AtAlDF HEHEl lockES 7t
= synchronized method =2 lock| AR E TQ = Bt
= objectdf Ci3t lockES AL SHX| Y2 thread7r object2| synchronized
methodE S Z3|H object lock0] CHSt entry setd]] = <

= synchronized method& At 35}= thread7t method A2 S S =2 51H
lockS sl A&

B S5 GO|EOf Ciet Hl M2 Xl H2l(serialize)sto] ZY A &

—

e Wx|3
acquire lock
|

entry set

a7

wait()2} notify() Method

® wait() method
= object lock2 olj |5t 11 thread £ BlockAtER 2 A ™St
® notify() method

= wait setdf| Ao 2|9| thread TE MEHSIO] entry set £ 0|53}

threadS RunnableME|Z A
= thread T = CtA| object lockg @oe{ A 4=
B JavaQ| wait(), notify()= 2 L|E{ 2| wait(), signal()t
condition variable2 AF23}X| &2 (object & 171 9]
AHEStE At E23)

acquire lock

wait setdf =¢

SRS

entry set

wait set
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wait/notify methods& A2t insert()2} remove()

public synchronized void insert(Object item) {

while (count == BUFFER_SIZE) I full
try { wait(); } catch (InterruptedException e) { }
++count;

buffer[in] = item;
in = (in + 1) % BUFFER_SIZE;

notify(); /I notify threads waiting for non-empty buffer
}
public synchronized Object remove() { insert() remove()
Object item;
while (count == 0) /I empty wait wait()
try { wait(); } IN A
catch (InterruptedException e) { } ><
- - count; notify() notify()
item = buffer[out];
out = (out + 1) % BUFFER_SIZE;
notify(); /I notify threads waiting for non-full buffer
return item;
} 49

6.9 = 7|2kSynchronization) Abg]

B Windows Synchronization
B Linux Synchronization

B Solaris Synchronization
B pthread library

50

Windows Synchronization

B Window kernel2| global resourcesOf CH3E M2 2
n G T2 MM A|AHE - QA X O Z interrupt mask
« Ct&E T Z MM A|AE! —spinlock AR
= spinlockS 7HA| 1 U= S MEEX @S

B Kernel 2| 89| thread = 7|3}
= dispatcher objects A& - mutex, semaphores, events(Z 71 H =)

owner thread releases mutex lock

thread acquires mutex lock

nonsignaled

= critical-section object — user-mode mutex, kernel 7| &! 91 S
» OFE T2 MM AIAEIOA, X 20] spinlock AFHE.
Q2 =0t 7|Ct2| M kernel mutexE &S blockE!
« Q70| QS M2 kernel mutex7 SEE|0 85
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Linux Synchronization

B Linux kernelOf| A Q| 7|3}
= atomic M= AAL K|S
atomic_t counter;

int value;

atomic_set (¥counter,5); /#* counter = 5 */

atomic_add (10, &counter); /* counter = counter + 10 #*/
atomic_sub(4, &counter); /* counter = counter - 4 */
atomic_inc(&counter); /* counter = counter + 1 */
value = atomic_read(&counter); /% value = 12 %/

= mutex locks, semaphore, reader-writer locks

= spinlocks (C}S ZZ MM A|AEIO|A)
= disable/enable kernel preemption

single processor multiple processors
Disable kemel preemption. Acquire spin lock.
Enable kernel preemption. Release spin lock.

e AU RAE O A
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Solaris Synchronization

B Solaris Synchronization
= H 88X (adaptive) mutex : spinlock &= sleeping lock
= lockE CtE CPUO|A A&l =9I thread7t &9 - spinlock A2
« lockE 2 K3l thread7} 43 =0| OfL|H - lockO| Ht=Z! W77 X|
sleep (sleeping lock)
» A2 ZE MIOHE(s #7052 HHO ALB)MAM E2E=
CIOIE & 23817| QA AL
= condition variables, semaphores
« I IENOIHE 202 AR
= reader-writer locks
« BIHS| AL E|X| 2 =2 read-only2 H 2 &= O|O|H E=0f ALE

= turnstile — lock2 CH7|8l= AEJO| QU= threadS2| 7
= Z4|7t OFEl 71 thread OFCH Bk 7§ 2| turnstileS 7HX|A| &

Pthread Synchronizations

B Pthreads 7|2}
= Pthreads API= ALE AL =T 0| M Z2 2T 0f| A |
= 2IAHO0| SEX API
B Pthread 57|3} 7|
= mutex locks
= condition variables
= non-portable extensions — semaphore, read-write lock, spin locks

oh

#include <pthread.h> /* acquire the mutex lock */
pthread_mutex_lock (&mutex) ;

pthread mutex_t mutex;
/* critical section */

/* create the mutex lock #/

pthread mutex_init (&mutex,NULL); /* release the mutex lock */
pthread mutex_unlock(&mutex);

53 54
Pthread mutex Example: job-queue2.c
#include <pthread.h> #include <malloc.h>
int pthread_mutex_init(pthread_mutex_t *mutex, #include <pthread.h>
const pthread_mutexattr_t *mutexattr); .

int pthread_mutex_lock(pthread_mutex_t *mutex); SHENCE A &

int pthread_mutex_lock(pthread_mutex_t *mutex); /* Link field for linked list. */

int pthread_mutex_unlock(pthread_mutex_t *mutex); struct job* next;

int pthread_mutex_destroy(pthread_mutex_t *mutex);

/* Other fields describing work to be done... */
}.

® pthread_mutex_t '

= mutex (mutual exclusive lock) type /* A linked list of pending jobs. */
B pthread_mutex_init struct job* job_queue;

= initialize mutex (mutual exclusive lock) /* A mutex protecting job queue. */ initialize mutex variable

= Mmutexattr: attributes (usually NULL) pthread_mutex_t job_queue mutex = PTHREAD MUTEX_INITIALIZER; |
B alternative intialization code

pthread_mutex_init(&mutex, NULL);
mutex = PTHREAD_MUTEX_INITIALIZER; /* same code */
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/* Process queued jobs until the queue is empty. */

void* thread_function (void* arg)
{
while (1) {
struct job* next_job;

/* Lock the mutex on the job queue. */
\ pthread_mutex_lock (&job_queue_mutex); ||0Cko
/* Now it's safe to check if the queue is empty. */
if (job_queue == NULL)
next_job = NULL;
else {
/* Get the next available job. */
next_job = job_queue;
/* Remove this job from the list. */
job_queue = job_queue->next;
}
/* Unlock the mutex on the job queue because we're done with the
queue for now. */

/* Was the queue empty? If so, end the thread. */
if (next_job == NULL)
break;

/* Carry out the work. */
process_job (next_job);
/* Clean up. */
free (next_job);
}
return NULL;
}

| pthread_mutex_unlock (&job_queue_mutex); |urﬂock0 57 58
Pthread semaphore job-queue3.c
#include <semaphore.h> #include <malloc.h>
int sem_init(sem_t *sem, int pshared, unsigned int value); #include <pthread.h>
. . . . #include <semaphore.h>
int sem_wait(sem_t *sem);
int sem_post(sem_t *sem); struct job {
int sem_destroy(sem_t *sem); /* Link field for linked list. */
struct job* next;
B sem_t [* Other fields describing work to be done... */
= semaphore type ys
" sem_init /* A linked li f di job »
= intialized a semaphore object 1'.] 4 .ISt " p?n ing jobs. */
] struct job* job_queue;
= sem: pointer to the semaphore
= pshared: a sharing option (O: local) /* A mutex protecting job_queue. */
= value: initial value to the semaphore pthread_mutex_t job_queue_mutex = PTHREAD_MUTEX_INITIALIZER;
B sem_post: V operation (atomically increment)
B sem_wait: P operation (atomically decrement)
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/* Perform one-time initialization of the job queue. */

void initialize_job_queue ()
{
[* The queue is initially empty. */
job_queue = NULL;
[* Initialize the semaphore which counts jobs in the queue. Its
initial value should be zero. */
[sem_init (&job_queue_count, 0, 0); |
}

61

/* Process queued jobs until the queue is empty. */

void* thread_function (void* arg)
{
while (1) {
struct job* next_job;

/* Wait on the job queue semaphore. If its value is positive,
indicating that the queue is not empty, decrement the count by
1. If the queue is empty, block until a new job is enqueued. */
\ sem_wait (&job_queue_count);

/* Lock the mutex on the job queue. */
\ pthread_mutex_lock (&job_queue_mutex);
/* Because of the semaphore, we know the queue is not empty. Get
the next available job. */
next_job = job_queue;
/* Remove this job from the list. */
job_queue = job_queue->next;
/* Unlock the mutex on the job queue because we're done with the
queue for now. */
\ pthread_mutex_unlock (&job_queue_mutex);
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/* Carry out the work. */
process_job (next_job);
/* Clean up. */
free (next_job);
}
return NULL,
}

/* Add a new job to the front of the job queue. */
void enqueue_job (/* Pass job-specific data here... */)

{

struct job* new_job;

63

/* Allocate a new job object. */
new_job = (struct job*) malloc (sizeof (struct job));
/* Set the other fields of the job struct here... */

[* Lock the mutex on the job queue before accessing it. */
pthread_mutex_lock (&job_queue_mutex);

/* Place the new job at the head of the queue. */
new_job->next = job_queue;

job_queue = new_job;

/* Post to the semaphore to indicate that another job is available. I
threads are blocked, waiting on the semaphore, one will become
unblocked so it can process the job. */

| sem_post (&job_queue_count); |

/* Unlock the job queue mutex. */
| pthread_mutex_unlock (&job_gueue_mutex); |

}
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Pthread condition variables

#include <pthread.h>
pthread_cond_t cond = PTHREAD_COND_INITIALIZER;
int pthread_cond_init(pthread_cond_t *cond,
pthread_condattr_t *cond_attr);
int pthread_cond_signal(pthread_cond_t *cond);
int pthread_cond_broadcast(pthread_cond_t *cond);
int pthread_cond_wait(pthread_cond_t *cond, pthread_mutex_t *mutex);
int pthread_cond_destroy(pthread_cond_t *cond);

B pthread_cond_init
= initialize a condition variable
= cond_attr: usually NULL
= acondition variable must always be associated with a mutex
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pthread_cond_t cv;
pthread_mutex_t mutex;

pthread_mutex_init (&mutex, NULL);
pthread_cond_init(&cv, NULL);

pthread_mutex_lock(&mutex)
pthread_cond_wait( &cv, &mutex);
pthread_mutex_unlock(&mutex)

pthread_mutex_lock(&mutex)
pthread_cond_signal(&cv);
pthread_mutex_unlock(&mutex)
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