1}H|: Buffer Overflow 224 =2 =4 ZHd

ZFO{Tl JhA Al o|O|X|Q| linuxE AHESHO MHAHE & BiCt
| B{0/'2 E0j|A login: user, Password: users 2!z15}
- 34 A9l B E target T2 Jcalnetsre C|HIEZ|Y U2

duser@box:scalnetsreS 1s -1
total 24
—rusr-xr-x 1 calnetl calnetl ?787 Jan 23 2012 targetl

—rusr-xr-x 1 calnetZ calnet?Z 8063 Jan 23 Z012 target?
—ruwsr-xr-x 1 calnetd calnet3d B8OV8 Jan £3 Z01Z targetd

- labitgz =& EH CtS CHEZ|0 23t WAO0| QUACt (HHHO: tar xvfz lab1.tgz)
SAY ZEE target TR0 FYSH0 dAlst= Z2H
targets — 524 CHA0| E|&= target =213 O] source code
- targets C|AEZ|0| QU targetrc Qf targete.c TZAMO| AAACE EMSI ZHZE ofHsH
Bt X| ZAISIA| 2.

“target1.c”

sploits —

int bar(char =arg, char =out)

i
strcpylout, argl:
return O

¥

int fool(char =arguwil)

i
char buf [2561:
bar(argwl1], buf):

H

int main{int argc, char =argwil)
{
if Cargc = 2)
{
fprintf (stderr, "targetl: argc t= 2\n"):
exit (EXIT_FAILURE):
¥
foolargwl:
return O
¥

“target2.c”

void mstrcpyichar =out, int outl, char =in)
{
int i, len:

len = =strlen(in):
if (len > outl)
len = outl:

for (i = 0; 1 <= len; i++)
outlil = inlil:;
T

void bar(char =arg)
i

char buf[200]:;

nstrcpy(buf, sizeof buf, arg):

¥



void foolchar =argwll)
i

bar(argwl1]13:
¥

int main(int argc, char =argwvll)
i
if (argc t= 2]
i
fprintf(stderr, “targetZ: argc '= 2\n"):
exit (EXIT_FAILURE):
¥

foolargwl:
return 0;

I, execve A|AH SES ALREL0]
target T2 . I A elsti= SYILt)
“sploit1.c”

#include
finclude
finclude
#include

{stdio.h}>

{stdlib.h>
{string.h>
{unistd.h>

#include "shellcode.h"
#def ine TARGET “~calnetsrc-targetl”

int main{void)

i
char =args[31:
char =envill:

args[0] = TARGET: args[1] = "hi there": args[2]1 = NULL:
envi®l = NULL:

if (0 > execve(TARGET, args, envl)
fprintf (stderr, "execve failed.\n");

return @;

“sploit2.c”

¢gtring.h>
funistd.h>
"shellcode.h"

iidef ine TARGET "scalnetsrc-target2"”

int main{woid)
£
char =args[31:
char =envil1]l:

args[@1 = TARGET: args[11 = "hi there": args[Z1 = NULL:
env[@] = HULL:

if (0 > execve(TARGET, args, envl)
fprintf(stderr, "execve failed.\n"):

return O:




- sploit1.c?} sploit2.cOA] “shellcode.h”0|A] H|&5l= shellcodeE A3 f01 shell0] M3ME 4 QU E args[1]
O]l M3kl= 34 Ho|HE HES| THS0iM HAAZ|= ZREIYME FYStAlR. o ZE2OMS 2dst= 1t
HoM F=2 EE 27| RISiM= gdb CIHAHE ALY Za7t UL O|01I Oich AHE -2 Fo A= GNU
debugger @ HS EZSIA|R. (AHUWOM A &)

"
= fileph One shellcode.
*

_Static char shellcodell

"sxebaxlf sxGesxBINxTeN O8N I 1N OB BN 26N A7 N B IN A6 <O\ xb O xOh "'
"xBO5xf InxBdNxdesn 08N xB AN 50N 0N e AN BN xTF 1N xd b xBIN xd Ba x4 Onxcd ™
_ UsxBOsxeBsxdosxf Faxf sl f o bhinssh”

- MakefileO| Z=H|&|0f

$ make

$ make clean

ALB 2 ChZ0t 20| make FYHO2 HIOtAS L

—

Aot
oo durE o A
- gdbE AL HOAE mAO|M CHSIF 20| disassembledtO] shellcode| LIS =toleh & QUCt

$ gdb exploitl
(gdb) xs20i zhellcode

Dx80495a0 <{zhellcode>: jmp 0x80495cl1 <shellcode+33>
Ox830495a2 <zhellcode+Z>: pop “esi
[Ix80495a3 <{shellcode+3>: mow ezl ,0xB(xesi)
Dx80495a6 <shellcode+b>: =or AEAX, XEAX
[9x80495a8 <{shellcode+8>: mow #al,0x?(xesi)d
Dx80495ab <shellcode+11>: veax,0xc(xesi)
Dx80495ae <shellcode+14>: S0xb,zal
Dx80495b0 <{shellcode+l163: “esi,xebx
Bx80495hZ <{shellcode+18>: Ox8(xesi),ecx
Dx80495h5 <{shellcode+Z1>: Oxcl(zesi),7edx
Dx80495b8 <shellcode+Z4>: SOx80
Dx80495ba <shellcode+Z63: »ebx,xebx
Dx80495bc <shellcode+Z8>: »ebx,xeax
Dx80495be <shellcode+30>: AEAX
Dx80495bf <shellcode+31>: SOx80
Dx80495c1 <shellcode+33>: Ox80495a2 <=shellcode+Z>
Dx80495chHt <shellcode+38>:
Dx80495c? <shellcode+39>: #ebp,xbe(“ecx)
Dx80495ca <shellcode+42>:
Dx80495ch <shellcode+43>: 08049635
- CH22 labi.tgzito| =S E0{A| sploits1 Z2AYES WS MEA|Z7|= THHS LIEFH Z40|Ch
user@box:”/$ tar xzvi labl.tgz
user@ox:"$ cd targets

.look around and understand the folder structure....
user@box: targets$ cd sploits

.edit, test, exploit....
user@box:”/sploits$ make
user@box:”/sploits$ ./sploitl

#cat /calnetl/code
Write down the code that shows up here!!

- 370 43
$ ./sploitl
$ whoami
calnetl

_a_
O
—

C
ol

CtH shell?| AFEX}7F userO A calnet1
$./sploit2
$ whoami
calnet2

calnet22 H}3|O{OF SHC}.



GNU Debugger

The GNU debugger gdb is a very powerful tool that is extremely useful all around computer
science, and will be especially essential for this project. A basic gdb workflow begins with

loading the executable in the debugger:
gdb executable
You can then start running the program with:
$ run [arguments-to-the-executable]
(Note, here we have changed gdb's default prompt of (gdb) to $).
In order to stop the execution at a specific line, set a breakpoint before issuing the \run"

command. When execution halts at that line, you can then execute step-wise (commands

next and step) or continue (command continue) until the next breakpoint or the program

terminates.

$ break line-number or function-name

$ run [arguments-to-the-executable]

$ step # branch into function calls

$ next # step over function calls

$ continue # execute until next breakpoint or program termination

Once execution stops, you will nd it useful to look at the stack backtrace and the layout

of the current stack frame:

$ backtrace
$ info frame 0

$ info registers

You can navigate between stack frames using the up and down commands. To inspect

memory at a particular location, you can use the x/FMT command

$ x/16 $esp
$ x/321i oxdeadbeef
$ x/64s &buf

where the FMT suffix after the slash indicates the output format. Other helpful commands

are disassemble and info symbol. You can get a short description of each command via

$ help command

In addition, we have given a concise summary of all gdb commands at:

http://users.ece.utexas.edu/~adnan/gdb-refcard.pdf



You may find it very helpful to dump the memory image (\core") of a program that
crashes. The core captures the process state at the time of the crash, providing a snapshot
of the virtual address space, stack frames, etc., at that time. You can activate core dumping

with the shell command:
% ulimit —c unlimited

A crashing program then leaves a file core in the current directory, which you can then hand

to the debugger together with the executable:

gdb executable core

$ bt # same as backtrace

$ up # move up the call stack
$1if1 # same as "info frame 1"
$ ...

Lastly, here is how you step into a second program bar that is launched by a rst program
foo:

gdb -e foo —s bar # load executable foo and symbol table of bar
$ set follow-fork-mode child # enable debugging across programs
$ b bar:f # breakpoint at function f in program bar

$r # run foo and break at f in bar






