Writing Safe Program Code
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Correct Algorithm Implementation
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Ensuring Machine Language Corresponds to Algorithm
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Correct Data Interpretation
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Correct Use of Memory
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Race Conditions
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Operating System Interaction Environment Variables
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Vulnerable Shell Script Example

#!/bin/bash
PATH \ user=‘echo $1 | sed 's/@.*$//""

grep Suser /var/local/accounts/ipaddrs

(a) Example vulnerable privileged shell script

#!/bin/bash
PATH="/sbin:/bin: fusr/sbin:/usr/bin”
rt FATH

user="echo 51 | sed 's/@8.*$//'"
/ grep Suser /var/local/accounts/ipaddrs

IFS (internal field separator)

(b) Still valnerable privileged shell script
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Vulnerable Compiled Programs
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Use of Least Privilege
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Root/Administrator Privileges
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System Calls and Standard Library Functions
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Secure File Shredder

patterns = [10101010, 01010101, 11001100, 00110011, 00000000, 11111111, .. ]
open file for writing
for each pattern
seek to start of file
overwrite file contents with pattern
close file
remove file

(a) Initial secure fileshredding program algorithm

patterns = [10101010, 01010101, 11001100, 00110011, 00000000, 11111111, .. ]
open file for update
for each pattern

seek to start of file

overwrite file contents with pattern

flush application write buffers

sync file system write buffers with davice
close file

remove file

(b) Better secure file shredding program algorithm
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Preventing Race Conditions
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Perl File Locking Example

#!/usr/bin/perl
#

SEXCL LOCK = 2;
SUNLOCK = 8;
SFILENAME = “forminfo.dat”;

# open data file and acquire exclusive access lock

open (FILE, ">> SFILENAME") || die "Failed to open SFILENAME \n";
flock FILE, SEXCL LOCK;

- use exclusive access to the forminfo file to save details

# unlock and close file

flock FILE, SUNLOCK;

ciose(FILE}:

B A7 lock— T2 I0|AM = A0 AFR
» flock 4= — advisory locke M-&3}7 Lt A At
flock(fd, operation)
B E=lock — 2 MK O A e

)

MRSt 50




Safe Temporary Files
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Temporary File Creation Example
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char *filename;
int fd;
do {
filename = tempnam (NULL, "foo");

free (filename);
} while (fd == -1);

fd = open (filename, O_CREAT | O_EXCL | O_TRUNC | O_RDWR, 0600);

» YA|LIZO|FO| Lt0| Xz 2EE M7tX| &

ouCher

Other Program Interaction
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Handling Program Output
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