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Cryptographic Tools
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Cryptographic Tools
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= public-key (asymmetric) encryption
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= secure hash functions
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Symmetric Encryption
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Symmetric Encryption

Secret key shared by Secret key shared by

sender and recipient sender and recipient
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input Encryption algorithm Decryption algorithm
(e.g., DES) (reverse of encryption
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Attacking Symmetric Encryption
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Symmetric Encryption Algorithms
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= DES (Data Encryption Standard)
= triple DES
= AES (Advanced Encryption Standard)

DES Triple DES AES
Plaintext block size (bits) 64 64 128
Ciphertext block size (bits) 64 64 128
Key size (bits) 56 112 or 168 128, 192, or 256

DES = Data Encryption Standard

AES = Advanced Encryption Standard
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Data Encryption Standard (DES)
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Average Time Required for Exhaustive Key Search

Number of Time Required
Key size Alternative Time Required at 10° at 1013
(bits) Cipher Keys decryptions/s decryptions/s
56 DES 256 =72 % 1016 | 255 ns = 1.125 years 1 hour
AES 2127 ns =5.3 x 102!
128 ~ 38 17
128 2128 =34 x 10 years 5.3 x 1017 years
Triple DES 167 pg = 33
168 e 2168 =37 x 1050 | 2. 1S =3.8x10 5.8 x 102 years
years
192 AES 2192 = 6.3 x 1057 | 2191 ng = 9.8 x 1040 9.8 x 1036 years
years
256 AES 2256 =~ 1.2 x 1077 | 2255 ns = 1.8 x 1060 1.8 x 1056 years
years




Triple DES (3DES)
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Advanced Encryption Standard (AES)
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Practical Security Issues
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= CBC(Cipher Block Chaining) 2= C;=E(K, [C_; ® P)])
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Stream Encryption
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Block & Stream Ciphers
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Message Authentication
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Message Authentication Codes (MAC)
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Secure Hash Functions

L bits

Message or data block M (variable length) | L |

H : One-way hash function

- do not use a key

Y

[]

Hash value i
(fixed length)
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Message Authentication using a One-way Hash Function
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(a) Using symmetric encryption

Message Digest : MD=E[K, H(M)]
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(b) Using public-key encryption
private key public key

Message Digest : MD=E[K-, H(M)] D[K+, MD]2t H(M) H| 1t
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B Keyed hash MAC

(¢) Using secret value

S|
& &
g8
= =
;ST N....

_| Compare

Message Digest : MD = H(K||M||K) = do not use encryption

Pl

22

Hash Function Requirements
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Security of Hash Functions
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B SHA(secure hash algorithm) : 22| AF2 £| &= secure hash algorithm
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Public-Key Encryption Public-Key Encryption
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Private-Key Encryption Requirements for Public-Key Cryptography
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Asymmetric Encryption Algorithms

B RSA
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Applications for Public-Key Cryptosystems
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» Yoot 7| metof ArgE 4 GiCt RSA Yes Yes Yes
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Digital Signatures Public Key Certificates
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Recipient can verify
CA signature by companng

information hash code values
222 (B8 O—ZZ

code of unsigned

certificate &T
KCA_

Encrypt hash code
with CA's private key
to form signature

— e’ ——

— ~
Use certificate to
venfy Bob's public key

b

Decrypt signature
with CA's public key
to recover hash code

Create signed
digital certificate
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Digital Envelopes

B SIH7| AEM 48 B ALE 1Y W sendert receiver’t =4I1X7} & 2ot H| 27| E O|2| =H|
1) A2 XH(client)= S+ 40| 7| MM — Z717|, 74917| 2Q 90| HA|X|E E2otCt. (XS0 HI 27| E 274 2 H|)
2) AL X} IDQ BIWF|E =St MHE|X| RS QIS A ZH B MK Y2 HXE 2ot S0 EH S5 2L
B XS5 dd
3) CAO| A MEHE|X| pE2 QISME EOt FAof et XS 1 3
4) CA QIZ M0l TS AB 4 Message S
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5) MYEIR| 22 ASMO| M HE > MBE A5 M MY s (o0
6) MY E QIZME ALBXH(client)ol| H| &S ay 4 / Digial
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7) AI‘%XI‘E Xl'Al_l 9' A'I %:'E|_| O._I%A‘I% E}'% AI‘-g—Xl‘O‘”}” X'"—g— Rc;;iv:r's Encr}-ple-fl
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Random Numbers
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Encrypted
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(b) Opening a digital envelope
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Random Number Requirements
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Random vs. Pseudorandom

B Aool SE
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B O|Al H==(pseudorandom number)
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B true random number generator (TRNG) :
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Intel Digital Random Number Generator

Processor Chip

Digital Random Number Generator Hardware
SPB00-50 A
j AES CTR Based
DRBG
Hardware Hardware
Entropy |—8 AES-CBC-MAC o l
Source Based Conditioner |
Hardware
SPEOC-90BEC =
ENRNG
RDSEED
Core 0 I |

CoreN-1 I

DRBG (deterministic random bit generator)
ENRNG (enhanced non deterministic random number generator)
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Application: Encryption of Stored Data
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