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Cryptanalysis
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Data Encryption Standard (DES)
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Key Transformation

B 64-bit key = O 8HI| H| EZ X 7 }0] 56-bit key 2 A}
B 56-bit keyZ = 740 28-bitE £ (C, D)

B Choice Permutation to Select 48 bit Key

Key Bit I 2 3|4 51617 ] Q1w 12134
ift - HSIE| E HIZS e AOFZ chij
W shift: 2 El & 2ES Of roundDtC XS E Xt2| 4=2HF shift left Selected forPosition | S | 24 | 7 |16 6 |20 18| =123 |15]23]1
Cycle Number Bits Shifted Key Bit 5w |w 20|21 |2]23|29125]26]27]28
1 1 9 1 SclectedforPosition |9 |19 | 2 |—= | |2 | =134 |=]17]21] %
2 1 10 2
Key Bit 29 | 30 |31 |32 |33 ]|34]3s 36 | 37 | 3R |39 |40 | 41| 42
3 2 11 2
4 2 12 2 SclectedforPosition |47 | 31 |27 |48 |35 |41 | — |46 | 28 | — |39 |32 |25 | ¥4
5 2 13 2 Key Bit 43 | 44 |45 |46 | 47 |48 | 49 | S0 | 51 |52 | S3 |54 |55 56
6 2 14 2 P
Selected forPosition |— | 37 |34 |43 |29 |36 | 38 | 45 3|26 |42 | — ]3] 40
7 2 15 2
8 2 16 1
B permuted choice : 56-bit0f| A 48-bitE MEH (Ct2 slide)
XIS 13 AXIH St 14
S-Boxes P-Boxes, Initial & Final Permutation
B P-Boxes
B S-box 32 bits Q|29 Tk tation =3l
G o - ] Its 2 ermutation 2
= [} X|(substitution)2 871 2| S-boxE Al238}0] = s5= JT P B
= E= A‘I ENALL . O1A|- Bit Goes to Position
= G6H|EO0|M 4H|EE MEHSIE= permuted choice ¢4t 18 sl o lazla=lal=l 2| &
= 48H|E QI3 =87||9| 6H|E blockE 2 &% 9-16 24 | 16 | 30 | 6 [ 26 | 20 [ 10 | 1
= Z} blockOf| CHSH A S-box AL =8 (B, = b;b,bsb,bsbs) 1724 | 8 [ 14 | 25 | 3 | 4 |20 [ 11| 19
25-32 3z 12 22 7 5 27 15 21
Column b2b3b4b5 s . .
W [nitial and Final Permutations
Box Row |0 1 2 3 4 S5 6 7 8 9 10 11 12 13 14 15
3 = final permutation = inverse initial permutation pos pos
0 M 4 13 1 2 15 11 % 310 6 12 5 9 0 7 4 >16
ohy BISE AR EE FM B EE LY it
3 s 12 8 2 9 1 7 S 11 3 14 10 0 6 13 permutation 1-8 a [ s [ a8 [(6)] s6 | 20 | 6 | 32
s, 9-16 39 7 47 15 55 23 63 31
: 0 15 1 8 14 6 11 3 4 9 71 2 13 12 0 5 10
1 313 4 7 15 2 8 1412 @© 110 6 9 1 5 final
2 |lo 1w 72 0w 3 13 1 5 12 6 9 3 2 15 na _ Bit Goes to Position 16> 4
3 13 8 10 1 3 15 4 210 6 7 12 0 S M 9 permutation 1-8 <g 50 | a2 | 34 2% 18 10 2
Q) B, in binary is 010011 > r = 01(1), c=1001(9) > S = 0 (0000) Q) 916 |60 |52 [ 44 [36 [ 28 |20 [ 12 [(4)
A THEN 15 o4 LSl 16




Initial & Final Permutation
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Shift Rows and Mix Columns
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Cipher Feedback (CFB)
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Key Distribution Key Distribution
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