Internet Mail format — RFC 822 L:E
B RFC 822 — Internet Text Message Format Standard

Ch ap 22. » To, From, SubjectZ 7} Xl ZFEHSE headingS Q|
Internet Security Protocols and = ASCIl text format 7Hg

dard - YR YCE ALRXITLHIB
Stan aras = To:, Subject:, Cc:

» LI X| 8|5 = mail delivery systemO| X|-&
= Date:, Received:, From: ...

Date:Tue, 16 Jan 1996 1@:37:17 (EST)
From: "William Stallings" <ws@host.com>
Subject:The syntax of RFC 822

To: Smith@otherhost.com

Cc: Jones@Yet-another_host.com

This is the main text, delimited from the header by a blank line.
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MIME MIME Content Types and Encoding
B Multipurpose Internet Mail Extensions (MIME) B MIME Content types/Subtypes

= Old Internet mail format (RFC 822)2| 2%t = text/plain, text/html ...

« RFC 8227} O| XTI}, ZX| 2X}@4, 4,4, 8,6, 8, & 5, 3t2)E = multipart/mixed, multipart/alternative, ...
e +=ole 2 i = image/jpeg, image/gif, imageftiff ...

» U2 MEZ header fieldE2 M-S =« video/mpeg, video/avi, ...
= MIME-version = audio/mpeg, audio/mpeg3, ...
= Content-Type = application/octet-stream, application/postscript, application/pdf
= Content-Transfer-Encoding = message/rfc822, message/partial, ...
= Content Id B MIME encoding
= Content Description = ASCII

= header field= 0| A| X| body| Cliiet §E & F2 = base64 encoding

= C}=9| content formatd M4 Q1A G HiHH X O| =« UTFS8

xSt 3 4Cyeta




From: Steve Zdancewic <stevez@cis.upenn.edu>

MIME-Version: 1.0

To: stevez@cis.upenn.edu

Subject: Example Mail

Content-Type: multipart/mixed; boundary="------------ 020307000708030506070607"

This is a multi-part message in MIME format.

—————————————— 020307000708030506070607

Content-Type: text/plain; charset=us-ascii; format=flowed
Content-Transfer-Encoding: 7bit

This is the body.

-------------- 020307000708030506070607
Content-Type: text/plain; name="example.txt"
Content-Transfer-Encoding: 7bit
Content-Disposition: inline; filename="example.txt"

Hello

S/IMIME

B Secure/Multipurpose Internet Mail Extension(S/MIME)
» MIME email format0f| CH3t EOt7| 52 =715t 7§ M
« RSA Data Security 7| =0 7|t
= email HAIX|E ME5HALE d23l5t= 7|5 HS
B S/MIME Content Types

Type Subtype smime Parameter Description

Multipart Signed A clear-signed message in two
parts: one is the message and the
other 1s the signature.

Application pkes7-mime signedData A signed S/MIME entity.
-------------- 020307000708030506070607 pkes7-mime envelopedData An encrypted S/MIME entity.
Content-Type: image/jpeg; name="doc.jpg" - - — -
Content-Transfer-Encoding: base64 pkes7-mime degenerate An entity containing only public-
Content-Disposition: inline; filename="doc.jpg" signedData key certificates.

. kes7-mi C sedD: A essed S/MIME entity.
/9j/4AAQSKZIRGABAQEASABIAAD//gAXQ3JIYXRIZCB3aXRoIFROZSBHSU1Q/9sAQWAIBgYH e ompresec e S b
BgUIBWcHCQKICgwUDQWLCwWwZEhMPFBOaHx4dGhwclCQuJyAILCMcHCg3KSwwMTQONBSNOTO4 pkes7-signature | signedData The content type of the signature
subpart of a multipart/signed

message.
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S/MIME Functions Typical SIMIME Process
Bob's private _ Alice's public
key One-time key
. session key
signed and
enveloped . clear-
signed data _. enveloped Yt DA
data 9 signed data P (SUpUXaSL 790
data = ADnluV3vpuhE
HMECMBBIKY
This is an This is an 2 .
::s{:g from i::f::f from QAR ::[ﬁjb?gx}zh
ssag : I 50
Bob to Alice Bob to Alice & = g
Hun bR | — e —e e o
|leartex . ’ . ’ CFGIUST00qQIR
encrypted encoded r?qggst: é nesting of orn o it it e
content message + 9 signed = | ' ol R R NNmj7SuqwplH
and + and
associated si g ned en_c oded enc I’ypted PlnimelsT message Digital signature ) Message with Eucryp[.ed C?P}I Docurm.ml converted
A sign ed 7.0 (unisigned) added signature encrypted of session key to Radix-64 format
keys d | g est d | est entities (DSS/SHA) with one-time added
g session key (El Gamal)
(Triple DES)
&, 5
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S/MIME Cryptographic Algorithms

B HAX] MEE E02|E:
= 7|2 2 112|F - Digital Signature Standard (DSS)2} SHA-1
« OO UDE|Z -RSA 2717| Y53t Y125 S SHAL EE
MD5 message digest & 12| St &) AFES 4= US.
B MY/ A|X| 50 radix-64(base64) encodingO| AtE &
« MBI HA|X|Z printable ASCIl X2 Of X

il L e

S/MIME Public Key Certificates

B S/MIME HAIX] = =tof At L= 7|2 €125

= 3DESZ2} El-Gamal

» El-Gamal : Diffie-Hellman &717| mat ¢ 02|F0] 7|
B A5V HEC R MEBEE B2,

radix-647} QtS 22 ASCII HAIO 2 H3Hsl= O AFREl
m S7| SN

- SIMIMES| ZEQI3t AR S 75817 H= 7|2 =7

= SIMIMES 27X EZ X.509v3S £48l= IS AE At

=
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DomainKeys Identified Mail (DKIM)

B 02 7| AYH O 2 (DKIM: Domain Key Identified Mail)
» XY HA|X| o =3} A O Ci$t specification
o O|Of| & T A|X|Of CHSH M QS =T (claim)St7| 2|2t
M =0 Ql(signing domain)S | &
o O[O F=A40f CHEE =& (spoofing) HXA|E & 4= AU
B X|Ct=l Internet Standard
= RFC 4871: DomainKeys Identified Mail (DKIM) Signatures
W Chol A Y S5 S HRISHA i eig
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Internet Mail Architecture

L
L]
V |Message transfer e Message transfer vee Message transfer
i t (MTA t (MTA) t (MTA
: agen ) SMTP agen SMTP agen )
1 [
L]
: SMTP (SMTP,
" local)
] A
1
! | Mail submission . Mail delivery
1 agent (MSA) Message handling agent (MDA)
H system (MHS)
L}
L L L
SMTP ‘fﬂf"
Message user | Message Message store
agent (MUA) author (MS)
(IMAP, POP,
local)
Message | Message user
recipient | agent (MUA)
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Example of DKIM Deployment

SMTP

Secure Sockets Layer/Transport Layer Security

B SSLItTLS
» JHE 92| AFRE| = security services & Lt
- @ MH/E BN S S

= TCPOf 7|82 & protocol 2BtO 2 AT L= HE AH|A

%’” : DNS Public key query/response « reliable end-to-end AMH|A X &
I | » SSLO| &7 3}0] TLS (Internet standard RFC4346)7} =l
' POP, IMAP
Tanp : l
E MUA L NI
5 “ @ . 7|2 Z2EE Ao Y= H I - HRA, application0] £
MUA ' —a o
i e - SR I7|X|0] E - 222K
Mail origination : Mail delivery ?IT:‘: "““‘I‘I": e system
e e —_— MDA = mail delivery agent
network network MSA = mail submission agent
MTA = message transfer agent
! MUA = message user agent
ATy et 13 L} 14
SSL/TLS Protocol Stack TLS Concepts
TLS Session TLS Connection
e =1 E ZFO nl =35 ol &~ o
TLS specific protocol B ZS2tO[AER} MH 7HO| At u &?il}#lgfr oo o_|£1|)\1)_|
| B handshake ZZ2EZ0] o} AN ot ROl MH|AE HE
’ ' W CHS I 20| 3R S s 8 71 vanspon)
Handshake | CO%¢ | Alert Otz Dot Ui Fptg Fo| - W peer-to-peer E
Protocol Protocal Protocol B ZH Ol OICh Aj 2 OOz H B 2 A|H(transient)
s +2 HAsle | S H[8S m D= Y7L Lt MM T}
Record Protocol I|st= g AFR = ol 3=
TCP session
P connection

A Il

15

ﬂfdﬂlﬂ

16




TLS Record Protocol Operation Record Format

Application Data | ] 8-bit 8 8 16
l l l Content | Major | Minor | Compressed |y
- o k ~ Type | Version | Version Length
g | | | [ Zoeopat | -
; l (16,348)
Compress (IAJ EﬁH&D
5 | N ~1 % Plaintext
% = AMH|A K|&Z ] (optionally
Add MAC 7 Tl o . . ¥
m - Confidentiality : payload &= 3} E
L] 37 H|L7| Wol ¢
Encrypt - Message Integrity : MACO|| A%
S7 HIEZ7| F2
Append SSL . .
Record Header H'H(j, ?E|O|, ‘E‘Eﬂé ?adél % (neXt S“de)
Ayt v T Ll 18
Handshake Protocol Handshake Protocol Action
B TLSO| 1% SXTHRE - Client Server
= o =X gle
B AMH et S20|QIE 7H0|| T2 5% &5 8 oy SIZTHAL HOIE N MY
Negotiate Establish security capabilities, including
. R . protocol version, session ID, cipher suite,
Authenticate encl\:sg?itcl)artwteand cryptographic compression method, and initial random
i ambers. (el FaTe) S
each other MAC algorithms keys T Ao HE

to be used

Phase 2 A1 H-l Ol_l%y 9|D—%
Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.

B application H|O|E M<& O| MO AFR
B SCO|HER} MH 70| Wetk|= LE| HAX| 52 +d&E
B OAIX] deh2 T A 4CHA 2 7

1 byte 3 bytes >=1 bytes

| Type | Length | Content |

Time

e 9:

(c) Handshake Protocol
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li
ent_key ox : ; . )
=CXchapge Client sends certificate if requested. Client

sends key exchange. Client may send

&'l'-’l"ﬁﬁcam verif certificate verification.
= Y

Chg B
h'ma‘-'ﬁ‘..(‘f her

C
W’ AAMY AR
Phase 4

Change cipher suite and finish
¢ handshake protocol.

cergj
W‘ SEO0[AE 2T, 7| u gt
‘c\"\g\’ Phase 3

-
E

< v §
change_<! her_

Note: Shaded transfers are
optional or situation-dependent
messages that are not always sent.
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Change Cipher Spec Protocol

B handshake 174 0| Al A7 =l pending state= current state 2 S At
Sl cipherspecs HAS=E T2 EE
s AP £l cipher suite(X| R Z|= Q15 3 s E|
£ fHolE
B TLS Record ProtocolS& At23t= 471 2] TLS specific protocol &
SiLtz b Zheret

» 240 101 1 HIO|E HA|X| 2 L& E]

ol

9l

A
%

(a) Change Cipher Spec Protocol

B HandshakeI}H 0| A AFREl
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Alert Protocol

Alert messages are
compressed and
encrypted

Conveys TLS-related
alerts to peer entity

If the level is fatal, TLS
immediately terminates
the connection

First byte takes the value
warning (1) or fatal (2)
to convey the severity of

Each message the message Other connections on the
consists of Samecgﬁtsiﬁ:?g may
two bytes: 9
4 . but no new connections
Second byte contains a on this session may be
code that indicates the established
1 byte 1 byte specific alert
o ]
(b) Alert Protocol
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Heartbeat Protocol

B heartbeat
. HAMHO| RHE
@18l SH=0f
B heartbeat protocol
» ZZEZF entityl| 7tEE S BLEHZSIE O YEHO = AR
= RFC 62500{ A 2012 0f| HO|=!
= TLS record protocol AFEHOf| A A3
» handshake protocolQ| 1 THAH Of| Al AFR0| M =l
= 2} T| 0= heartbeatE X|St=X| 0| £ 5 LIEHH
[ EEE.‘T‘.O' A|._EL E&'I

LIEFLEAHLE A|ABRIO| CHE £
= A2TEQO0 sl MdE

2
=
CC

» recipient?} Ot%! =25 FQIX| & sender?t 2Q1517| 2|t
= BX[ 77t SOt HZEO| %ggu‘cpﬂ o - BX| JHS 5K

= et o5 HA0| BHl= A LA
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SSL/TLS Attacks

Four general
ategories.

P Tl 25

Heartbleed &34

B OpenSSL 72| #|9f 0|8 — Y& HAIX] ZO| ZALSHA| B

k=]
= (ko=
( ) ( ) ( ) )
|:| CLIENT SERVER E |:| CLIENT SERVER
— Extract payload & — Extract payload &
Send Heartbeat put it into response Malformed Heartbeat: put it into response
small payload message
disguised as a big
— mresg | e
RECEIVED
HEARTBEAT RESPONSE
HEARTBEAT REQUEST
MESSAGE
Make sure o LT o The payload is expected
: HEARTBEAT RESPONSE * Authentication cookies
.recelved payload MESSAGE « Passwords/credentials to be big, so the “bucket”
\is the same Y, \_ getsother datatoo _J
(a) How TLS Heartbeat

(b) How TLS Heartbleed

Protocol works exploit works

Figure 22.7 The Heartbleed Exploit
. Source: BAE Systems
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HTTPS (HTTP over SSL)

B HTTPL} SSLo| At

- 8 22O MuZho] ot B4 H
B D= Do Y B0 WEE

= URL A= https:// 2 A|ZH (ZE 443H)

» RFC 2818 (HTTP Over TLS)0f| 23}
B HTTP 22}0|MHEZ SXt5l= agent”7} TLS S2[0|PEZ L

=
o
B HTTPS 9ZS ©top{M TLS7 92 I|0f TLS entity?] A S &t
OtOF & > 7|8H0| &&= TCP ¢1Z B2 E Zatat
euTerz 2

IP Security (IPsec)

B O3 7t+X| application security mechanisms
= S/MIME, PGP, Kerberos, SSL/HTTPS
m protocol A& 7t Qo 2 X
B HEQI0 2siM R0 MEE= 22 75
= (220 NS EX| =) 2= application0 £2t2 XE
m Q15 5! Aot HOt 7|52 AHM|CH IPvEOf =gt E
s 7|ZE IPVAYIME AFE TS

oIATyea




IPsec

B HA Ol [P security mechanisms
» LAN, AtE 2 58 WAN R QIHUI S 8% &4
B2ot7ls ME
B |Pseco| 7|s
= Authentication:
-**EhmﬂmﬂPIﬂHWM 2 A E AL oo
SEIQRD ojzlo] ™ WmﬁﬂX%%%% s
. Confldentlahty.

« SASE LEJHHAIXE Y=2t50] M3Ate| = E S A
SE A OI7-||'6'I-
=2 T M =

= Key management:
- OFM3t 7| Mg

=« Internet Key Exchange standard IKEv2 0| 2|3 K| &=

Applications of IPsec

B QIHUS S XAtete] 2ot A

B QIEUS S0 HOF 1Y Y%

B QREAOILL ELS ST STt
B HAS A 2o et

Pl

LD }Cm| 29 30
IPsec Uses Benefits of IPsec

Dusespes B ESiE T PR EO LHE [ FHE ENfSHE 2 E E2fEO
ZEot HotZ NS

Public (Internet)
or Private
Network

4;%1 B

Networking device
with IPSec
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2
Lot HO M 2| IPsec= 22| (bypass)of|
M% 7| Z(TCP/UDP) Of2jjof Yooz
AT MEXAE EEE = US
JHE ALE XA 2Ot ME 7hs
2tRE O7[HINE B2

oIATyea

4 Qlsk(resistant)

L2 oz
oo —

ERELTEY
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The Scope of IPsec

alll

7tX F=8 7|5 Ms
o ZA%E 5/AT 3 7|5 > ESP
= 7| w=k(key exchange) 7|
B Encapsulating Security Payload (ESP)
= IP packet0j Cich ZetEl QE/A23 7|5 HS
B Authentication Header (AH)
= IP packet0j Ciiot 215 T & 7|5 MS
= AH 7|52 backward S 24 &S 2|8l IPsec v301| =3t
« M2 application0f M= At&3}X| QfOFOf Bt

B VPNs2 Q151 Aozt BF HOZ of

ook
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Security Associations

B H OO A(SA: Security Association)
» traffic S50
o A
o ek Het met3 2[5l O S A7t
TE
B IPv4 = IPV6 8|C{O| BMX| FASE
o

ESP)9| SPI(&Qt Of 7 HH =~ X|—,—)§

Defined by 3 parameters:

| CHet 2 9S K| &3 5St= sender?} receiver{tQ| thdf

2o 2712 SA%t 2

25 2% o C(AH EE

= O
2ot A gELT.

Security P?Srgrlr)leter Index SA MHEZ %7| 2|3t index
o = il ce 310 >
IP Destination Address STIAIAE & 2H2H, gty
o 1P Za

Protocol Identifier

Pl

IP &{| 5 2| protocol fieldof| A{ X|H
50: ESP, 51: AH
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Encapsulating Security Payload (ESP)

Bit: 0 16 24 31

Security Parameters Index (SPI)

Sequence Number

Payload Data (variable)

I Padding (0 - 255 bytes)

Pad Length Next Header

Authentication Data (variable)

y9mzEsS
6: TCP, 17: UDP
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Transport and Tunnel Modes

B ™43 E(Transport Mode)
» H37HIPI{ZAC| HO|ZETX]| &

» = BAE 7H0| ZLIZE EAO| AFRE

O

» ESPE IPLO|2ZEE ASSI5I0 MEH
IP 5| &= X2l
B E 22 =(Tunnel mode)
» HA 1P IHZI0) CHS H2 E H|S

= original I Zl X = B 2S5 S50 IP LI EA 2| o X|HO M

CHE Xgez olse

= SA(security association)2| $tZ& L=

—_ 4=
£ =0t 70| E¢0| 2 o] A2,

- Wote SO YEYAY U Y B
Y EO S B+ S,

Al EII‘Z.'II

UZ 20| IPsecE T+5i5}
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Transport and Tunnel Modes

[ IPHOR | Data |

[ Transport mode |
ESP

| IPHDR | ESPHDR Data |
Encrypted w—————p

>

<

T

| Tunnel mode

[New IP HDR| ESP HDR | IPHDR | Data f.‘i'.’.% )
| e Encry pted

e Authenticated ——————
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