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User authentication process
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User Authentication
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E-Authentication Architectural Model

Registration, Credential Issnance,

and Maintenance

Registration ‘1 Identity Proofing | Subscriber/ Authenticated Session Relying
Authority (RA)|™ User Registration Claimant [ | Party (RP)
7] A
Registration Authenticated
Confirmation Assertion 5 /]\
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Credential
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Provider (RA) alidation
E-Authentication using
Token and Credential
RA: SZ27|%
CSP: AASZH(AUSAM) MH|A SaSX}
RP: o|z|ol
subscriber : 7} X}, claimant: & X}
verifier : A= X} 4
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Registration and Authentication Sequence
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Password Authentication
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Password Vulnerabilities/Countermeasures
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= AHE 202, HYEK| 7|2 ALRS HE S} X
m AL2AL A% 0|8

q
>
o
>
ot
gl

o
= O3] L|ES3 X7} ZAHLt H=xot B2 ALE
@ Z7Lt H|oH HI 22 ALE A
B AFH ZLIEHE(EAD
» HYHSILHEQIOM JA mete| M =Fof #of

of
« H|YHSOf ZHEo 2o ot= S| ZMO| Oty — XA 54

<
ot

=

SUH|CHEtR 8




Use of Hashed Passwords

m E2| ALR S HLHS 7|2 - SIAIE B LM B o SE(salt) AFS

- password file0 Z2 &l B[S} LEEHLFS 24 4K
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= UNIXOJ A AHE

Password

’ | Password File
Salt | UserID Salt Hash code
slow hash Load . .
function Lt .
2 (a) Loading a new password 9
SHAHICHE

Password File

Userid UserID Salt Hash code

Salt

Select I~ Password

A A 4
slow hash
function

!

.
- Compare

Hashed password

(b) Verifying a password
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UNIX Implementation

B original scheme
» H|YUHS 2 8K} 74X| Q| printable characters AHE > 56H|E 7|
» 12-bit salt Z} Al2. DES &3} 7|dh CHEbsk SiA| =4
= 64H|E zero blockO|| CH5| Al DES &5 312 25 di=
= G4H|E £Z0| 117§ 2XIE Hat=
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Improved Implementations
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Password Cracking

B dictionary attacks
» 7bSoHIfARQIEO| Cioh AFH S 75t
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B rainbow table attacks
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B John the Ripper
= 199640 S 72t =l Open-source password cracker
» AT S ALE
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Observed Password Lengths

Length Number Fraction of Total
1 55 004
2 87 006
3 212 02
4 449 03
5 1260 09
6 3035 22
7 2917 21
8 5772 42
Total 13787 1.0

Purdue University study on

54 systems and 7000 users

Modern Approaches

B = L5t password 24
» AFEXILD 2ot 42 E MESIE R Q73
B 12 X| 3t password-cracking 7| & & 2FAHE

= password crackingdj] A2 4= Q= H2| 20| &3] 7=

« GPU AR &

= potential passwordE A4 Hst= Hu st 2
« AX| passwordQ| At2{|Qt X0 CHEE 1
» B2 {FEE passwordE 0| &
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10% //
0% —
10* 107 1010 1018
Number of guesses

study in 2013

25,000 students
at university with
complex password

o Policy

The Percentage of Passwords Guessed After

a Given Number of Guesses
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Password File Access Control

B 2t 9t E password0f Lot H 2 SK|
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» S3 AEXIOA T H 2 S
= shadow fileg AFE — A XA} ID o0 22| =l ok of| password
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m oy

- YA F40| I HES 518
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S
» 7| SI7HAS MBSt 2o At Tt
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= Back X[ HZ2
Sniffing - | EQ3 E2|Z! 0| A password =% © 2810 £=Z
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Password Selection Techniques

B AMEX IS
B ZEE 0] o3t password A4 A
» 7|A5H7(71 of2{2
B HtE X (reactive) password QI
» A|AHEIO| =7|X O 2 password crackerE =310 2=
passwordE %O}
B = X5k (proactive) password X A4
» AMEX}7t password MEHSIX| T 5|8
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EHSIE £ &t
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2t & QA= passwordE M
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Proactive Password Checking

m FE Y
= Password {#%! X| "SI0 2l
» AMEOFA| QIOHOF = H| 2 AL FH|SH0] AL

B Bloom filter A2
» O 7Ho| SHA| B AHESHY AL HIO|E 74
= Hy(X), Hy(X), ..., H(X)
» S A|E| O] 20f A Password2| s§A| ZfOf S Edt= bit2 12 AN
= H,(aaa) =25 > H1 E|0| 29| 25| H|E =1
« H,(aaa)=67 > H2 E{|0| 22| 67HN| H|E =1
MZ-2 Password0f CHs{A| SHA| E|O|Z2| i HEZ} 25 10|
™ s S password= S| X| %S
false positive 75 — AFMOf| Z&HE|X| LRHX| T 5|2 E| K| &

|
= K7t EFE Jtsd2 gag Ao QY 23S

i[lo

SN
a1 e gm|

Performance of Bloom Filter

0.1
] 2 hash functions
B
7
o
g 00l 4 hash functions
)
&
6 hash functions
0.001 -
) T T T
] 5 10 15
! Ratio of hash table size (bits) to dictionary size (words)
SHAMICHER
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Token-based Authentication

B Token

Example

Card Type Defining Feature
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Memory Cards

® GHOlH MY 7ts, M2l 27ts
m O
» X}7| 7tE — magnetic stripeE 7%
» M™X} D1|Ea| =zt
B H| YU S (E= PIN)QF 2850l Za3st B

= O 1= —

-

m

EA

. o= 7| (reader) 2 2
. EE(WIEEW}E) =4 7ts4d
- ALgRtO| £t BHE
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Smart Tokens

m 22 53
= embedded microprocessor & &t
= HE|:
« AOIE FIE - 23729 ZHe S EY
- AT, 7], e HIHE 24
H QI Oo|A
o AER QEH IO A — 7| I EF C|AZ 2 0] 22t
o HXFQIEHO|A - 22 EHEY|/7| 57|22 4
] O|5 EEE_—T‘_
» static - XHAZ EZ0 215, E20| AFEXE ARHO| 215
= dynamic password generator
= challenge-response :

= AFEHI Y 23 4 d(challenge), AOLEEZO0| SE

e1yTyera
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Smart Cards

B UY S0t HEje ADE EE
» MEIIE Do 2 ML QI O|A BS
» AEEZTZEF AL
» OFO|AZRIEZAAM A|AHE ZE
= Processor, Memory, 1/O ports
B M SR M2 2
= Read-only memory (ROM)
» HEEX @e 88 MY -7IEHS, 0|8 &
= Electrically erasable programmable ROM (EEPROM)
= T2 G0l MF
= Random access memory (RAM)
» Z2OH AW SO UAH QI O|O|E MFH

e1yTyera
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Smart Card Dimensions Smart Card/Reader Exchange
85.6 mm
e 4
Smart card Card reader
54 mm < ATR
Protocol negotiation PTS
3>
Negotiation Answer PTS
7 (
Command APDU )
APDU = application protocol data unit
ATR = Answer to reset < Response APDU
PTS = Protocol type selection
typical chip layout
HA|CH St 2 oiH|CHea
Electronic Identity Cards (elD) Electronic Functions and Data for elD Cards
Function Purpose P:ssA\Ef rd Data Uses
u ﬁD"E 9|'E% ZISIF_I M tEﬁ';l'EE Al"g' Face i % Offline biometric
MHOl ALK 2 S _OoXMH3= =OEE=C Authorized ACC IMAE: WO | e ntity
» YR JSEYH BER MHE - 2T, FUSES S ePass offline inspection |\ oo ::Eegnnt verification
» ZEoh MY S ECE CHYTH SEO| AHE 7ts (mandatory) :Vi‘;cms read the (opgguan_MRz reserved f°:
_ a governmen|
B (0) =22 elD (20102 H =E)S| =t HE i access
o) [=] = S Online
. 7H '—l E” Ol E-I ’ _"—_kl (9 |-—) H‘—-I =2, applications read Family and given Identification:
. 7 |‘E E = H,_'i §(Card access number: CAN) :.I:I:':ll?(l)if;?cess ¢ID PIN ::EZS;:E'SUC age verification;
» 7| A TH= ¥ (Machine readable zone: MRZ) ID (activation|-uthorized doctoral degree; | SOmmumtY 1D
S NCVANON S OTTine date and place of verl S
—— i — : optional | 4 cpection birth; address | "ootricted
l' RN : Sty D ‘ systems read the CAN or MRZ and community |dent1;'1cmlon'
Secure Microcontralier IC ) Parsonal Deta iy o data and update or ID; expiration ig:eol.(l:a:)igiml.c
. 3 H .l i IO the address and date query
4 ' ; K g community 1D
[ A certification
1 o s aulh?nly installs <ID PIN
-y optiana] the signature Electronic
eSign (certificate | certificate online Sig key: S
. ! optional Citizens make CAN X.509 certificate sgsl(;;;e
electronic "
signature with
eSign PIN
ATt 2 oA CH 28




User Authentication with elD

server

6. User enters PIN

1. User requests service
(e.g.. via Web browser)

'.‘::

SN Host/application
server 29
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Password Authenticated Connection Establishment (PACE)

® QAR H2 HOf 10l elD FHEo| HIESAI RF H2 28 4 ¢
CEEHN
m 22tol 28 Z2 1Yo YL
= AF2X}7}6 X}2| PIN (eID PIN, 7FE A X| X}Of| A 2F 2 0F 8
2lzstol H20| 0|20/
" omaiol 88 20| Y2
SIBHO Q14 &I MRZ i HHOf Q14 E 62| 7= W2

=2

IT —
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Biometric Authentication

m LN e SES AHESHO els elE

SUH|CHEtR st

Cost Versus Accuracy

Cost o
Hand Iris (S 4H)
. Retina
Signature
Face Finger
Voice
Achracy
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Operation of a Biometric System

Name (PIN)

Biometric Accuracy

Bi . F Probability
» 1ometric eature density funetion
sensor extractor
database 4
decision
. threshold ()
User interface imposter profile of
profile genuine user
(a) Enrollment
Name (PIN)
Biometric ! Feature
7| sensor extractor Biometrie
database false
' nonmatch false
e possible match
-1 il ossible
User interface true/false < matcher [—— P
(b} Verification
|
! i
Biometric Feature |
7] sensor extractor Biometric E
) database | i ! >
User interface user's identity or Feature average matching average matching Matching score (s)
"user unidentified" matcher N templates value of imposter value of genuine user
(c) Identification 33 : 34
SHAHICHE SHAHICHE
Idealized Biometric Measurement Operating Characteristic Curves Actual Biometric Measurement Operating Characteristic Curves
100% . . . .
@ Face O Fingerprint B Voice O Hand ’ Tris
100%
false non-match rate
- security
- )
-Hold 10% g 10%
false match rate e £ —
= ]
= £
E PR 4
]
2 <%
]
1%
0.1%
0.0001% 0.001% 0.01% 0.1% 1% 10% 100%
false match rate
01% o
= [
3 00001%  0.001% 0.01% 01% 1% 10% 100% 2 S X{=2008t O|Ao| H| 0| A false match?} QIS
il [ et false match rate 35 T 36




Remote User Authentication

m HEQIT, QEY, SAYSES S IS 52 O BHY
(o]

ol 0
>
i
I>
]
£l
o
3
=2
<

B challenge-response T2 EZ
= 0|24t 2[Of| CHASHZ| 9ISHO] At

challenge E===x)
(&= response
» HAHS 7|t Z2EZ
« EZVIHHEZZEES
» BHENBE ZE2EZ
» S MAERE Z2ES

00
n
rir

Tz
s
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Password Protocol

LS
\

Host

Client =

U, User #}

r, random number
(r, h), f0)) h(), f), functions

—
) t-" : challenge [ |
r,reurnorr f(f‘; h‘:P’))

—_—
response iffir, h(P)) =
flr, h(P(U))
yes/no then yes else no [ |

(b) Protocol for a password

BSAE=A

U: AR A 4@ 8 E(id)
r: €38 = (noncetl £5)

= TS SF YK

S %S PO BiA| 2
EShP) HEe

<

challenge: S A E &= rif SHH| S{A|
g4 hel g fHEE HE

» 2= f= h(P)E Q=0 22
response: AL A= f(r', h(P)) M &
s US/USO|SA|TZE HS

w r'=r, P'=P(U)Y

BAE L, NPU)St ALSX} S
f(r,h(P)E BImSO] ALS R 015
38

Token Protocol

% . W passcode W' — E20| MMt 7t

: o . MEE MM IATC M2

Client éHo-\Q.t; " EEE_‘_ d2l& Hig‘é}' -
U (238 Ha= 22EQL 573

U, User —» !
r, random number El O-I OF %I')

r, ho), FO) ho. f0, functions @ A} X|7F H|LUHS E Q1250

. . ==Y Ske)
pai;v::gto challenge passcodeE &gzt
passcode via token — - Hl %I tﬂ_caf Al"g‘xi'gl' token |7_|'O"
r, return of r flr’s hiw) 3 —3—%.'5}01 §¢EQ|— _?__T'I:}
response if f(r’, h(W)) =
fr, AIW(U)))

yes/no then yes else no [ ] §¢EE f(r’h(W(U))gl. AI._%X'. %Eul-
f(r', h(W))S B| W5t ALERL 215

(b) Protocol for a token

p
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Static Biometric Protocol

% | mEQ- s AR
\ [\ | B — AF2 A} AR ©IAl

| u o o [
Client Host BT — MxyQlAl M
U ser  ———> W D' - MK QIA R H| ARt
r, random number
(r, EQ) E(), function N L
B challenge - SAE &= ri} E() A|
B'—s BT biometric challenge -
D’ biometric device " ©
‘ E(, D, BT) . .
roretumefr B response — AF&Xt= 1, D', BT
response £, P, BT) = MHE oS M
(', P, BT)
ifr=rANDD'=D
AND BT = BT(U) . ) o
vadiho then yes else no L=l EE %22}_‘?_ X'i 785-_' QE

(c) Protocol for static biometric

p
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Dynamic Biometric Protocol

I%/ | | B challenge - 2 AE=r,E() 0|2
\al\ o

o\
Client S

HEHA|ZA challenge xE TS

Authentication Security Issues

B Client attack

» SAELL S Z20) oot M2 Bl0] SEH U AFEALE 7t
A

s

P

Host o AH ZAE B AR A o AHEXF AT E A=
U .
U, User  =———> B response — FTO{ X A& A X0 B Host attack
r, random number Al = A ne= o .
nrandomsequence 11 chﬁ'% A= Binge » TAE0 e 2T, E2 passcode, M| Q14| templated]| T
challenge 5 | x=1y) [=k=] 2= .
(1%, EO) i &-Jot0] raf 2| =t NE m Eavesdropping
d oM Elolm = ™ S o)
Bo—asi) - 59 BOIB 2N BE . ALSX PR SO/ $HOoE HUNSE Y5 D Al
r', retumn of r E(r', B51x))
i — B Replay attack
r = = [ S5l S ! !
g B SAEL = A o o
i, 350 SLEC 529 2 BSKUM B - OTO| 273 ALBAL SEIS HHE SO AL
extract B’ = T=°rL, rJ—I—l' B(U)—Qf Hlﬂol' ;
from (r’, BS'0x)) O] AFR A} 1= B Trojan horse
"ADBo0 - TN ALK JPYE g8m R Y, 3= o FXIE 0|83
yes/no then yes else no O?I AI‘%X} ?J Eﬁ gﬂ% ﬂﬁ 6,;,"_
- . .
(d) Protocol for dynamic biometric Demal Of Service
= CHEO| 21T A[=S ot0] A EAL AT MB|AS S7hs0tHA &
41 42
Password "Shoulder surfing” User diligence to keep secret;
Attacks Authenticators Examples Typical defenses E adminiilmtor dilige[:lce i
Password Guessing, exhaustive Large entropy; limited quickly revoke compromised
search attempts passwords; multifactor
- authentication
Token Exhaustive search Large entropy; limited Eavesdropping, — - o —
Client attack attempts, theft of object theft,_and Token Theft, counterfeiting Multifactor _authcnll{:atlon;
requires presence copying hardware tamper re::ilea:tfewdent
Blomes 15D A LTz ?tg:]l:gt;hmned Biometric Copying (spoofing) Copy detection at capture
biometric device and capture device
Password Plaintext theft, Hashing; large entropy; authentication
dictionary/exhaustive protection of password P: d Replay stol el —
soarch ot ASSWO! eplay :e:p:::; g:ssword Challenge-response protoco
Host attack Token Passcode theft Same as password; 1-time Token Replay stolen passcode | Challenge-response protocol;
passcode Replay response 1-time passcode
Biometric Template theft Capture device Biometric Replay stolen biometric Copy detection at capture
authentication; challenge template response device and capture device
response authentication via challenge-
response protocol
Trojan horse Passv_vord, tf)ken, I_nstal]ation of rogue Authemica!tion c_)f :_:]ient or
biometric client or capture device | capture device within trusted
security perimeter
\ Denial of Password. token, Lockout by multiple Multifactor with token
Y Y . . . . R
ouyriera 43 ouyriera service biometric failed authentications a4




