Chap 7.
Denial of Service Attack
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Denial-of-Service (DoS) Attack

B AfH| A7{=(DoS) 22

» SY X2 ZX|(CPU), M 22, LHHF S C|A3 S7H0 22 X}
S 22510 HERS, A2™ s S§ T2 7t

A8 S HoliSt AL B = A Y
[The NIST Computer Security Incident Handling Guide]
B AMH| A0 CHSt 712 M (availability) 2Z0| St HEY
B ZHYS + AERY 2R
= network bandwidth
= MHE QU0 HE5t= HESR ZA2 8
= HIEZ22 7|20 M= ISP(AHHUMH|AS G X)2te] HZE Y
= system resource
= HESI Me| 2ZEQo{0f g ut&Est £= M7 S8
= application resource
= B2 50 QF S 510f CHE AF8Ael 20| 3ESt=E 59
= MehotA e

ouCher 2

[ ';! provider (15 B ﬁ; :‘lﬁ/@’
ev/@- Satarmat servis e *a@d"

provider (ISP) A

-]

{ =y iy
/ Medium Size C ) i ’» :

J L;\- = / \@

| <
Wb Server

g ’ ,L‘.LV PCs

and workstations
Web Server
¥ Figure 7.1 Example Network to Illustrate DoS Attacks 3
ATt

Classic Denial-of-Service Attacks
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Source Address Spoofing
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SYN Spoofing
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TCP Three-Way Connection Handshake
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TCP SYN Spoofing Attack
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Flooding Attacks
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Distributed Denial of Service Attacks
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DDoS Attack Architecture
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Application-Based Bandwidth Attacks
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HTTP-Based Attacks
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User Agent alice User Agent bob
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Amplification Attacks

B reflectionS Ct40| A|AHIO| B EE 510] ZEA|

Z1
(=]

_..i
i broadcast =4 AtE
Attacker — ‘ — ]
; Zombies -f |
B ——
S 1. ‘\‘
< L —
d_ N _,v"
Reflector

EEEE EEEE

oot

intermediaries

i

Target

17

DoS Attack Defenses
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= slashdotted, flash crowd, flash event
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Defense against DDoS attacks

B attack prevention and preemption
= before attack
B attack detection and filtering
= during the attack
B attack source traceback and identification
= during and after the attack
B attack reaction
= after the attack
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DoS Attack Prevention
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DoS Attack Prevention

B =743t TCP connection handling code At&
» MH 2| X£7| sequence numberZ E L{X[= cookielf /U= F2
ot HHE A5t ME
= SHHZE Ol client?t0] S7}El seqno.E 2= ACK I 7l &
« TCP 9 Z H|0|20]| overflow E {0 ®Z0| AZE|X| Y
entryS 7%t

oAyl 21

DoS Attack Prevention
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Responding to DoS Attacks
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