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Intrusion Detection
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Examples of Intrusion
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Intruder Behavior
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Hacker Patterns of Behavior

select the target using IP lookup tools such as NSLookup, Dig,
and others

map network for accessible services using tools such as NMAP

(port scan) ‘

identify potentially vulnerable services (in this case, pcAnywhere) J

install remote administration tool called DameWare

wait for administrator to log on and capture his password ‘

v brute force (guess) pcAnywhere password

v use that password to access remainder of network
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Criminal Enterprise Patterns of Behavior Internal Threat Patterns of Behavior
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Intrusion Detection Systems (IDSs)

B host-based IDS
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Intrusion Detection Systems (IDSs)
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IDS Principles
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IDS Requirements
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Analysis Approaches
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Signature/Heuristic detection
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Anomaly Detection
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Statistical Knowledge based Machine-learning
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Signature or Heuristic Detection

B Signature approaches
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Host-Based IDS (HIDS)
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Data Sources and Sensors
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Distributed Host-Based IDS
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Agent Architecture Network-Based IDS (NIDS)
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NIDS Sensor Deployment NISD Sensor Deployment Example
m inline sensor
= network segment0f A AUE|0| MM E Etst= ECfTS ZA| R peiragp it _
W passive sensors networks \ \
- HEQYI ETE 2ARE YA ; .-
3 LAN switch int 1
) —— . il i
Monitoring interface g}&"- Al-%xi‘gl LH_‘?I_ )\-I H-loﬂ
(no 1P, promiscuous mode) st S| 2L X| U2 dWE EHX| LAN switch B (
or router external
firewall
= 3}0
workstation 5SS = |_|_I o
etworks ’ FTP -IH'l_é_ =
— — ELX|
service network =]
(Web, Mail, DNS, etc.)
g LAN switch
e e
I,\Ianugr:‘;::ll::;turaw %E‘ —'f'—A‘|9| L_”E_cl)__lﬂoﬂ EH—él;l_ _g_j_:]l Eljl-xl
e 19 ouyTyera 20




Intrusion Detection Techniques

B signature detection(misuse detection)0]| & gtst 34
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Stateful Protocol Analysis (SPA)
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Logging of Alerts

B NIDS M7} 7|28t ME ol M
= Timestamp
= Connection or session ID
= Event or alert type
» Rating(F£-24a9Q, M2 e, J&E, MZ|K)
= Network, transport, and application layer protocols
= Source and destination IP addresses

= Source and destination TCP or UDP ports, or
ICMP types and codes

= Number of bytes transmitted over the connection
= Decoded payload data (application requests and responses)
= State-related information (215 =l AFEXI0|E &)
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Distributed or Hybrid Intrusion Detection

PEP = policy enforcement point Autonomic Enterprise

DDI = distributed detection and inference ’\d:p": f‘rdh“l‘ Security System 7t &
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Intrusion Detection Exchange Format
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SNORT

B lightweight IDS
= real-time packet capture and rule analysis
= easily deployed on nodes
= uses small amount of memory and processor time
= easily configured
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Snort Rule Formats

m Yy

= action, protocol, src IP, src port, direction, dest IP, dest port,
option-keyword, option-arguments ...

B alert tcp SEXTERNAL_NET any -> 192.168.3.0/24 80

5"

il L e

(msg:"Sample alert”;
content:"http|3al//www.vorant.com/test.cgi?id=pwn3d”; nocase;
offset:12; classtype: web-application-activity;
reference:url,http://www.vorant.com/advisories/20060405.html;
sid:2000123; rev:1;)

alert tcp SEXTERNAL_NET any -> 192.168.3.0/24 80
(msg:"Sample alert”; pcre:"/GET.*\.htm/i"; classtype:
webapplication-activity;
reference:url,http://www.vorant.com/advisories/20060405.html;
sid:2000123; rev:1;)
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SNORT Rules

B use a simple, flexible rule definition language
B each rule consists of a fixed header and zero or more options

Action Description

alert Generate an alert using the selected alert method, and then log the packet.

log Log the packet.

pass Ignore the packet.

activate Alert and then turn on another dynamic rule.

dynamic Remain idle until activated by an activate rule , then act as a log rule.

drop Make iptables drop the packet and log the packet.

reject !Vlake iptables drop the packet, log it, and then.send aTCP reset if the protocol
is TCP or an ICMP port unreachable message if the protocol is UDP.

sdrop Make iptables drop the packet but does not log it.
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